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ONIPEJAEJIEHUSA

ABTOMATH3MPOBAHHAS CHUCTEMAa — CHUCTEMa, COCTOsILAs M3 IEpCOHAJa U KOMIUIEKCA CPENCTB
aBTOMAaTH3allMM €ro JESTENbHOCTH, peaau3yrouias MHMOPMALMOHHYIO TEXHOJIOIUIO BBIIIOJHEHUS
YCTAHOBJICHHBIX ()YHKIIHH.

be3onacHOCTh NEPCOHAIBHBIX JAHHBIX — COCTOSHHUE 3AILUIICHHOCTH IEPCOHAIBHBIX JIAHHBIX,
XapaKTepU3yeMoe CIIOCOOHOCTBIO I0JIb30BATENCH, TEXHHUYECKUX CPEACTB U HH(POPMAIIMOHHBIX
TEXHOJIOTUH o0ecrneunTh KOH(PUICHIMATBHOCTh, LEIOCTHOCTh M JOCTYMHOCTbh IE€PCOHAJIbHBIX
JAHHBIX TpU UX 00paboTKe B MH(OOPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX.
BJiokupoBaHMe NMepPCOHAIBLHBIX JAHHBIX — BPEMEHHOE IpeKpalleHue cOopa, CUCTeMaTH3aluH,
HAKOIUIEHHUS, WCIOJIb30BAaHUs, PACIpPOCTPAHEHMs, IEPCOHAJIBHBIX JAHHBIX, B TOM YHCIE MX
neperaqm.

Bupyc (KOMNBbIOTepHBIH, HPOrPAMMHBIN)— HCIOJHIEMBIH OPOrpaMMHBIA  KOJ WU
UHTEpHpEeTUpyEeMbIi HAa0Op HWHCTPYKUMH, OOJajaroluii CBONCTBAMU HECAHKIMOHUPOBAHHOTO
pacnpocTpaHeHuss U camoBocnpousBefeHus. Co3laHHble AyOJIMKaThl KOMIIbIOTEPHOIO BUpYCa HE
BCErJja COBNA/IAIOT C OPUTHHAIIOM, HO COXPAHSAIOT CIIOCOOHOCTh K JAaJbHEHUIIEMY pacpOCTPaHEHUIO
Y CaMOBOCIIPOU3BEJIEHUIO.

Bpexonocnass  mporpamma —  mporpamMma, — [peAHa3HAuyeHHas 1 OCYLIECTBIICHUS
HECaHKI[MOHMPOBAHHOTO JOCTYNa ¥ / WM BO3JCHCTBHS HAa MEPCOHAIBHBIC JAHHBIC WM PECYpPChI
MH(GOPMALIMOHHOM CUCTEMBI IEPCOHATBHBIX JAHHBIX.

JlocTynl B OnepauMoHHYI0 cpely KommbloTepa (MHGOPMALMOHHON CHCTeMbl MePCOHATbHBIX
JAAHHBIX) — IOJlyYeHHE BO3MOXHOCTH 3allyCKa Ha BBIINOJHEHHE IUTATHBIX KOMaHJ, (YHKIMH,
IpOLEAYp ONEPAalMOHHONM CHCTEMbl (YHUUYTOXXEHHS, KONMPOBAHUS, IE€PEMEIIECHUs U T.IL.),
UCTIOJIHAEMBIX (aifiJIOB MPUKIIAJAHBIX IPOTrPAMM.

Joctyn Kk uHGOPMAMU — BO3MOXKHOCTH TOTY4eHUs] HH)OPMAINH U €€ UCTIOIb30BaHNUS.
3aky1ai0uHOe YCTPOWCTBO — 3JIEMEHT CpEeACTBAa CheMa HH(POpPMAlMM, CKPBITHO BHEIPSEMBbIN
(3aKasbIBaeMblii MM BHOCHMBIM) B MecTa BO3MOXKHOTO cbheMa MH(popManuu (B TOM 4YHCIE B
Orpax</ieHue, KOHCTPYKLHIO, 000pyAOBaHHE, MPEAMEThl MHTEphepa, TPAHCIOPTHHIE CPEJCTBA, a
TaK)K€ B TEXHUUYECKHE CPECTBA U CUCTEMBI 00pa0OTKH UHPOPMALIUH).

3ammmaemass uHdopmanus — uHbOpMAlUA, SBISIOMASACS TNPEAMETOM COOCTBEHHOCTH U
MoJIIeKalas 3alMTe B COOTBETCTBUU C TPEOOBAHUSIMU NIPABOBBIX TOKYMEHTOB WUJIM TPEOOBAHUIMM,
yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM MH(pOPMAIIUH.

HNnenTudukamus — npucBoeHue cyObeKTaM U OOBEKTaM JocTymna wuaeHTudukaropa u / wiu
CpaBHEHHE MPEIbSBIAEMOr0 HACHTUPHUKATOPA C IEPEYHEM ITPUCBOCHHBIX UIEHTH(PUKATOPOB.
HNHpopMaTHBHBIN CUTHAJ — DJIEKTPUYECKUNA CUTHAN, aKyCTHYECKHE, dJIEKTPOMAarHUTHBIE U IPyrue
¢usnyeckue TNOIs, MO MapaMeTpaM KOTOPbIX MOXET ObITh pacKkpbiTa KOH(UACHIHAIbHAS
uHpopMansa (IepcoHAIbHBIE JaHHbIE), oOOpabaTbiBaeMas B HMHQOPMAIMOHHOM cHCTeMe
NEPCOHAIBHBIX JaHHBIX.

Hudopmanuonnasi cucrema nepcoHajabHbix AaHHbIX (MCII[An) — nndopmanmonHas cucrema,
IpeJCTaBIsomas co00il COBOKYIHOCTh MEPCOHANBHBIX JaHHBIX, COJIEpKaIuXcsa B 0a3e JaHHBIX, a
TaKkke HMH()OPMAIIMOHHBIX TEXHOJOTMM M TEXHUYECKHUX CPEJCTB, IMO3BOJSIOUINX OCYIIECTBIISThH
00paboOTKy TakUX MEPCOHAJIBHBIX JAHHBIX C MCIOJIb30BAHMEM CPEICTB aBTOMATH3alMU WM 0e3
UCIIOJIb30BaHUs TakuX cpeacTB (CT.3 1.9 Ne 152-D3).

HNudopmanuoHHbIe TEeXHOJOTMH — IPOIECCHl, METOABI MOHMCKa, cOOpa, XpaHeHUs, oOpabOTKH,
MIPEIOCTABIIEHUS, PACIPOCTPaHEHUSI HHPOPMAIIMH U CIIOCOOBI OCYIIECTBIEHUSI TaKUX MPOLIECCOB U
METOJIOB.

Hcnonb3oBaHue nmepcoHAJBHBIX JAHHBIX — JEHCTBUS (ONepaluu) ¢ MepCOHAIbHBIMUA JTaHHBIMH,
COBEpLIAEMbIE OIEPATOPOM B LENAX NPUHATUSA DPELIEHUH WIM COBEPLIECHUS WHBIX JAECHCTBHIA,
HOPOXKAAIOUINX IOPUANYECKHUE MOCICACTBUS B OTHOIIEHUU CYyOBEKTa NEPCOHAIBHBIX JAaHHBIX MU
JOpyrux JUI Ju00 WHBIM 00pa3oM 3aTparuBalolIMX IpaBa W CBOOOIBI CyOBEKTa NEpCOHAIbHBIX
JMaHHBIX Wiy Apyrux jauil (cT.3 m.5 Ne 152-D3).
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HcTrounuk yrpo3nl 6e30nacHocTH HHGOPMAMU — CYOBEKT JOCTYIa, MaTepUAbHBIA 0OBEKT WIH
¢busnyeckoe sABICHME, SBIAIONIMECS NPUYMHONM BO3HUKHOBEHMS  yrpo3bl  0e3011acHOCTH
uHpOpMaLnH.

KoHTpoampyemasi 30Ha — IIPOCTPAHCTBO (TEPpPUTOpUs, 3/1aHUE, YacTh 3/1aHUs, NOMELICHUE), B
KOTOPOM HCKJIIOUEHO HEKOHTPOJIUPYEMOe MpeObIBaHUE TTOCTOPOHHUX JIHII, & TAK)KE TPAHCIIOPTHBIX,
TEXHUYECKHUX U UHBIX MaTepUAIIbHBIX CPEJICTB.

KoH}puaeHIMaJIbLHOCTh MEePCOHAIBHBIX JAHHBIX — 00s3aTeIbHOE JJISi COONIIOJICHHS ONEPaTOpOM
WIA UHBIM HOJYYMBIIMM JIOCTYIl K II€PCOHAIBHBIM JAHHBIM JIMIIOM TpeOOBaHHUE HE JIOIYCKaTh MX
pacripocTpaHeHue 6e3 coryacusi CyObeKTa NepCOHANBHBIX JaHHBIX WM HAJTUYUS HHOTO 3aKOHHOTO
OCHOBAHHS.

MeskceTeBol IKpaH — JOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-pACIpeIeIeHHOEe
IporpaMMHOe (IpOrpaMMHO-alIapaTHOE) CPEACTBO (KOMILIEKC), pealu3ylollee KOHTPOJIb 3a
uHdopMalmeil, nocrynammeii B MHOOPMALMOHHYIO CHCTEMY IEPCOHAIBHBIX JaHHBIX W / WK
BBIXOJIAIIEN U3 MH(POPMAITMOHHON CHCTEMBI.

Hapymureanb 0e301aCHOCTH NEpPCOHAJIBbHBIX JAAHHBIX — (U3MUYECKOE JUI0, CIY4alHO WU
IOpEJHAMEPEHHO COBepLIalolee JACUCTBUS, CIEACTBUEM KOTOPBIX SBISETCS  HapylIeHUE
0€30MacCHOCTH MEPCOHANbHBIX JaHHBIX HpU HUX 00pabOTKE TEXHUYECKMMH CpEICTBaMU B
UH(POPMALIMOHHBIX CUCTEMAX EPCOHAIBHBIX JTAHHBIX.

HeaBToMaTu3upoBanHass o0padoTKa MNEePCOHAIBHBIX JAaHHBIX — 00pabOTKa MEPCOHAIBHBIX
JAHHBIX, COJEPXKALIMXCSA B UH()OPMAIIMOHHON CUCTEME NIEPCOHAIBHBIX JaHHBIX JTMOO M3BICUEHHBIX
U3 TAKOW CHCTEMBI, CUMTAETCSl OCYIIECTBIEHHOW O€3 HMCIOJIb30BAaHUS CPEJICTB aBTOMATHU3ALMU
(HeaBTOMATH3UPOBAHHOI ), €CIIU TaKHEe AEUCTBUS C IEPCOHATBHBIMU JJTAHHBIMH, KaK HCIOJIb30BAHHUE,
YTOYHEHHE, PACIPOCTPAHEHHUE, YHUUTOKEHHE MEPCOHAIbHBIX JAHHBIX B OTHOUIEHMM KaXKJIOTO U3
CyOBEKTOB IEPCOHAIBHBIX JAHHBIX, OCYLIECTBISIOTCS MPU HEMOCPEACTBEHHOM YYaCTHH 4eJIOBEKa
(TIIT Ne687 ot 15.09.08).

HepekapupoBaHHble BO3MOKHOCTH — (byHKIMOHATIBHBIE BO3MO>KHOCTH CPEICTB
BBIUMCIUTEIbHON TEXHHWKH, HE ONHCAHHbIE WM HE COOTBETCTBYIOIIMMH ONUCAaHHBIM B
JIOKYMEHTAIlUM, TPU HCIOJb30BAaHUM KOTOPHIX BO3MOYKHO HapylleHHEe KOH()UIECHIMATbHOCTH,
JOCTYITHOCTH WJIM LEJIOCTHOCTU 00pabdaThiBaeMOil HHPOPMAIIIH.

HecaHKIMOHMPOBAHHBIN A0CTYN (HECAHKIMOHUPOBAHHBIE IeHCTBHUSA) — JOCTYI K HH(pOpMALUU
WM JedcTBUs ¢ UMHQOpMAalMel, Hapyllaollde M[paBUjia pasrpaHUyYeHUs JocTyna ¢
UCMOJIb30BAaHUEM  INTATHBIX CPEJCTB, IPEAOCTABISAEMbIX HMH(DPOPMAIMOHHBIMUH  CHUCTEMaMH
NEPCOHAIBbHBIX JaHHbBIX.

Hocurtear wunHdopManmm — QuU3MUECKOE JIMIO WJIM MaTepUabHBIH OOBEKT, B TOM 4YHCIE
¢duznyeckoe 1mosie, B KOTOpoM MH(OpMaINs HaXOAUT CBOE OTPaKEHHE B BUJE CUMBOJIOB, 00pa30B,
CUTHAJIOB, TEXHUYECKHUX PELICHUH M MPOLECCOB, KOJIMYECTBEHHBIX XapPaKTEPUCTUK (U3NUECKUX
BEJIMYMH.

O0e31MuMBaHMe NEPCOHATBHBIX [JAHHBIX — JICHCTBHS, B pe3yJbTare KOTOPHIX HEBO3MOXKHO
OTpPEAENUTh MPUHAIEKHOCTh MEPCOHATIBHBIX JTAaHHBIX KOHKPETHOMY CYOBEKTY MEepCOHAIbHBIX
naHHbIX (cT.3 m.8 Ne 152-D3).

O0paGoTka mNepcoOHANbHBIX [JAHHBIX — JEHCTBUS (ONepalnuu) C NEePCOHAIBHBIMH JaHHBIMH,
BKJII0Yasg cOOp, CHUCTEeMaTU3alMI0, HAKOIUIEHNE, XpaHeHHe, yTouHeHne (0OHOBIIEHUE, U3MEHEHHE),
HCIIOJIb30BaHUE, paclpocTpaHEeHHE (B TOM 4MCIe Iepenady), oOe3nuuuBaHue, OJOKUpOBaHUE U
YHUYTOXKEHHE MEPCOHAIBHBIX TaHHBIX (CT.3 1.3 Ne 152-D3).

OO01menocTynHble NMepCOHANIbHBbIE JaHHbIe — TIEPCOHANIBHBIE JaHHbIE, TOCTYI HEOTPAaHUYEHHOI'O
Kpyra JIMI K KOTOPBIM IIPEIOCTaBJIE€H C COIJIacHs CyObeKTa MEepCOHAIBHBIX TaHHBIX MM Ha
KOTOpbIE B COOTBETCTBUU C (efepalbHbIMU 3aKOHaMU HE paclpocTpaHsiercs TpeOoBaHUE
cobmroaenust kKoHpuaeHMaNbHOCTH (cT.3 .12 No 152-D3).

Oneparop (mepcOHAJBHBIX JAHHBIX) — TOCYJApPCTBEHHBIN OpraH, MYHHUIMIAIbHBINA OpraH,
IOpUIMYECcKOe WM (U3MUECKOE JIMIO, OpraHu3ykoliee H /MM OCYHIECTBISIONIEE O0pabOTKY
NEPCOHANBHBIX JAHHBIX, a TAKXKe ONpEAEIAIOIINE LIeU U CoAep)KaHue 00pabOTKH MepCOHAIbHBIX
JaHHbIX (cT.3 m.2 Ne 152-D3).
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IlepexBaT (MH(pOpPMANMU) — HENPaBOMEPHOE TOJy4YeHHE HH(POPMAIMM C HCIOIb30BAHHEM
TEXHUYECKOI'0 CPEJCTBA, OCYLIECTBISIOIIEr0 OOHApYKEHHE, TPHUEM U 00pabOTKy MH(POPMaTUBHBIX
CUTHAJIOB.

IlepconasibHble JaHHbIe — Jt00as MHPOpPMALUSA, OTHOCAIIAACA K ONPEAEICHHOMY MU
oTpeneieMOMY Ha OCHOBAaHMHU TaKOH MH(pOpMaIu pu3ndeckomy Juny (CyOBeKTy mepcoHalbHbBIX
JJAaHHBIX ), B TOM 4HCJe ero (aMuins, uMs, OTUYECTBO, I'0Jl, MECHLL, JlaTa X MECTO POXKJIEHUs, aapec,
ceMelHoe, ColMaIbHOe, MMYILIECTBEHHOE TOJIOKEHUE, 00pa3oBaHue, MpodeccHs, TOXOIbl U IpyTas
uHpopmarnus (ct.3 m.1 Ne 152-D3).

ITo0o4HbIe 3JIEKTPOMATHMTHBIE HW3JIy4YeHHSI M HABOJAKHU — DJEKTPOMAarHUTHBIE W3IIy4YEHUS
TEXHUYECKUX CpPEICTB OOpabOTKM 3amuinaeMoi MH(pOpMalMM, BO3HUKAIONIME Kak IMOOOYHOE
SBJICHUE U BBI3BAHHBIC DSJIEKTPUYECKUMHU CHUTHAJIAaMH, JCHCTBYIOIIMMHU B HMX D3JEKTPUYECKUX U
MarHMTHBIX LEMAX, a TaKKe 3JICKTPOMAarHUTHBIE HABOJKHU JTHUX CUTHAJIOB HA TOKOIPOBOASLIME
JIMHUM, KOHCTPYKLIUU U LIETIH TUTaHUS.

ITosb30BaTesib HHPOPMALMOHHON CHCTEMBI NMEPCOHATBHBIX JAHHBIX — JIMIO, YYaCTBYIOLIEE B
(YHKIIMOHUPOBAHUM HH(GOPMALIMOHHON CHCTEMbI MEPCOHAJIBHBIX JAHHBIX WM HCIOJIb3YIOIIEe
pe3yibTaThl €e (PyHKIMOHUPOBAHMS.

IIpaBuia pa3rpanu4yeHust A0CTYNAa — COBOKYITHOCTh IIPABUJI, PEIVIAMEHTUPYIOLIUX [IpaBa J0CTyIla
CyOBEKTOB J10CTyINa K 00BEKTaM JOCTYIA.

IIporpamMmmHuas 3akJajgKa — KOoJ IIPOrpaMMbl, IIPeITHAMEPEHHO BHECEHHBIN B IPOrpamMMy C LIEJIbIO
OCYILECTBUTh YTE€UKY, U3MEHUTh, OJOKHPOBATH, YHUUYTOXXUTh MH(POPMALUIO MIIM YHUYTOXUTH U
MOIU(PHUIMPOBATH TPOTpaMMHOE o0ecTieueHre HH(POPMAITMOHHON CHCTEMBI IEPCOHATIBHBIX JaHHBIX
¥ / wi OJIOKUPOBATH anmnapatHbie CPeICTBA.

I[IporpaMmmMHoe  (MporpaMMHO-MaTeMaTH4YeCKOe) BO3/eiicTBMe —  HECaHKLHOHHUPOBAHHOE
BO3/ICHCTBUE HAa pecypchl aBTOMATU3MPOBAHHON MH(POPMALMOHHOM CHCTEMBI, OCYIIECTBISEMOE C
HCIIOJIb30BaHUEM BPEIOHOCHBIX IIPOrPaMM.

PacnipocTpaHeHne TMNepCOHANbHBIX [JAHHBIX — JICHCTBHSA, HaIpaBICHHBIE Ha Ieperady
NEPCOHAIBHBIX JIAHHBIX OINpEAeICHHOMY Kpyry Jjul (mepedada NMepCOHANbHBIX JIAaHHBIX) WM Ha
O3HAKOMJICHHE C TIEPCOHAJBHBIMM JIaHHBIMH HEOTPAaHMYEHHOIO Kpyra Jul, B TOM YHCIE
0o0HapoJ0BaHME TMEPCOHANBHBIX JIaHHBIX B CPEJCTBaX MaccoBOM MH(poOpMaluu, pa3MelleHHE B
UH(POPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETSX WM MPEJIOCTaBICHHUE JIOCTYTA K MEPCOHATBHBIM
JTAHHBIM KaKHUM-JTH00 MHBIM criocoboMm (ct1.3 m.4 Ne 152-D3).

Pecypc mHpopManuoOHHON CHCTeMbl — UMEHOBAHHBIN AJIEMEHT CUCTEMHOIO, NMPHUKIAJHOTO WIN
anmnapatHoro odecrneyeHus: GyHKIIMOHUPOBAHUS HH()OPMALIMOHHON CUCTEMBI.

CnenmnanpHble KAaTerOpuM IEPCOHANBHBIX JAHHBIX — II€PCOHAJbHBIE IAaHHBIC, KacarOLIUECs
pacoBOi M HalMOHAJIBHOM NPUHAUIEKHOCTH, MOJUTHYECKUX B3IJIAJOB, PEIUTHO3HBIX WIIHU
dmnocopckux yOeKIEHHUH, COCTOSHHS 30pOBbS U WHTHUMHOM XHM3HM CyObEKTa MepCOHAIbHBIX
JTAHHBIX.

CpencrBa BBIYHCIUTENbHON TEXHUKH — COBOKYITHOCTh ITPOIPAMMHBIX U TEXHUYECKUX JIEMEHTOB
CUCTEM O0pabOTKM JAaHHBIX, CIOCOOHBIX (DYHKIMOHMPOBATh CAMOCTOSTEIbHO WM B COCTaBe
JPYTUX CUCTEM.

Cy0bekT aoctyna (cy0beKT)— JIMIIO WIH MPOLECC, JEHCTBUS KOTOPOTO perjaMeHTHPYIOTCS
IIpaBWJIaMU pa3rpaHUYEHUs AOCTYIIA.

TexHuyeckue cpeacrsa HHGPOPMALMOHHON CHCTEMBI NEPCOHAJBHBIX JAAHHBIX — CpEICTBA
BBIYUCIUTENLHOW TEXHUKH, WH(POPMAIMOHHO-BBIYMCIUTEIbHBIE KOMIUIEKCHl U CETH, CPEACTBA U
CUCTeMbl Tepefaud, npuema u oOpaborku IIJIH (cpeacTBa M cUCTEMBI 3BYKO3AIHCH,
3BYKOYCHWJIEHUS], 3BYKOBOCIIPOM3BE/ICHUS, TIEPETOBOPHBIE M TEJIEBU3HOHHBIE YCTPOMCTBA, CPENCTBA
W3TOTOBJICHUSI, TUPA)KUPOBAHUS TOKYMEHTOB U IPYyriue TEXHUYECKHE CPECTBA 00pabOTKH peyeBO,
rpa¢puueckoif, Buaeo- U OykBeHHO-IM(pPOBOH HHPOpPMAIUHM), NPOrpaMMHBIE CPEICTBA
(onepalioHHBIE CHUCTEMBI, CHUCTEMbI YNpaBIECHUS Oa3aMu JaHHBIX U T.I.), CPEICTBA 3aIlUTHI
uH(pOpMaLnK, IPUMEHsIEMbIE B UHOOPMAITHOHHBIX CUCTEMAX.
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TexHuuyeckuii KaHAJI yTe4KH MH(POPMALMM — COBOKYITHOCTh HOCHTENS MHPOpManuu (cpencTsa
00paboTKM), (U3MUECKOW cpelbl paclpoCTpaHEHUsT HMH(OPMATHUBHOIO CHUTHajla M CPEJCTB,
KOTOPBIMH JOOBIBAETCS 3alluiaeMas HHPOpMaLus.

TpancrpannyHasi mnepegada IEPCOHAJIBbHBIX JAHHBIX — II€peladya IEPCOHAIBHBIX JAHHBIX
onepatopoMm uyepe3 ['ocynmapctBeHHyto rpanuny Poccuiickoit ®enepanuu opraHy BJIAacTH
MHOCTPAaHHOI'O TOCYAAapCTBA, (PU3NUECKOMY MJIM IOPUANYECKOMY JIMILY HHOCTPAHHOTO TOCyAapcTBa
(ct.3 m.11 Ne 152-@3).

Yrpo3bl 0€30MaCHOCTH NEPCOHAJIBHBIX [JAHHBIX — COBOKYIHOCTb YCJIOBUH U (DaKTOpOB,
CO3JAIOIIMX OIACHOCTh HECAHKLIMOHUPOBAHHOIO, B TOM 4YMCIE CIIy4alHOro, J0CTyna K
IIEPCOHAIBHBIM JAHHBIM, PE3YyJbTATOM KOTOPOIO MOXKET CTaTb YHUYTOXXCHHE, H3MCHEHHE,
0JIOKHpOBaHHWE, KONMPOBAHUE, PACHPOCTPAHEHUE NEPCOHAIBHBIX [JaHHBIX, a TaKXK€ HWHBIX
HECAaHKIIMOHUPOBAHHBIX JEHCTBHUM NpH MX 00paboTke B HH(OPMAILIMOHHOM CHCTEME MEPCOHAIbHBIX
JIAHHBIX.

YHUUYTOXKEHHE NEePCOHAJBHBIX [JAaHHBIX — JEHCTBUSA, B PE3yJIbTaTe KOTOPBIX HEBO3MOKHO
BOCCTAaHOBUTH COJIEpKAHHE NEPCOHAIBHBIX JAaHHBIX B MH()OPMALMOHHON CHCTEME MEPCOHATbHBIX
JAHHBIX WIM B PE3YJIbTAaTe KOTOPBIX YHMUYTOXKAIOTCS MaTEpUAJIbHBIE HOCHUTEIM IE€PCOHAJIBHBIX
JTAHHBIX.

YT1euka (3amumaeMoil) HHPOPMANMH 10 TEXHHYECKHMM KAHAJAM — HEKOHTPOJIUPYEMOE
pactpocTpaHeHre WHGOPMANUK OT HOCHUTENS 3alluInaeMol MHQPOpMauuu uepe3 (HU3NIEcKyro
Cpefy 10 TEXHUUYECKOTO CPeICTBA, OCYLIECTBIISIOIIEr0 IepexBaT HHPOpMaLUu.

Yupexaenue — rocy1apcTBEHHOE 00pa30BaTebHOE yupexkieHnue ropoga MocKBbI.

YA3BUMOCTB — €1a00CTh B CPEACTBAX 3aLIUTHI, KOTOPYIO MOYKHO MCIIOJIb30BaTh Ui HApYIICHUS
CHCTEMBI WM COJIepIKalieiics B Heil nHpOopMaIuy.

IesocTHOCT HMHPOPMALMH — CHOCOOHOCTh CPEACTBA  BBIYMCIMTEIBHONM TEXHUKU WU
ABTOMATH3UPOBAHHOM CHCTEMBI O00ECIeYMBAaTh HEW3MEHHOCTh HWH(GOpPMAIMA B  YCIOBHAX
CJIy4aifHOTO W/MJTU MpeTHaMEPEHHOT 0 UCKaXKeHUs (pa3pyLIeHus).
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OBO3HAYEHHUA U COKPALLIEHM A

ABC - AHTUBUPYCHBIE CPEJICTBA

APM - ABTOMAaTH3UPOBAHHOE PaboUee MECTO

BTCC - BCIIOMOTaTeJIbHBIE TEXHUYECKUE CPEICTBA U CUCTEMBI
NCTIIn - MH(OPMAIMOHHAS CUCTEMA TePCOHATTBHBIX JTAHHBIX
K3 - KOHTPOJIMpyeMasi 30Ha

JIBC - JIOKAJIbHAsI BBIYUCIIUTEIIbHAS CETh

MD - MEKCETEBOM IKpaH

HCA - HECAHKI[MOHUPOBAHHbIM I0CTYI

oC - OIEPALMOHHAS CUCTEMA

1111 - [IEPCOHAIBHBIC JAHHBIE

IIMB - MPOrpaMMHO-MaTeMaTHuyeCKOe BO3JICHCTBUE

110 - IporpaMMHoOe o0ecrieueHune

I[IDMUH | - 1I0OOYHBIE JIEKTPOMArHUTHBIE W3ITYYEHHUsI M HABOJIKH
CA3 - cucTeMa aHaju3a 3allUuIcHHOCTH

C3U1 - CpEJCTBA 3alIUThl HHPOPMALUH

C3I1/In - cuctema (IOJICUCTEMA) 3aIUThI IEPCOHANBHBIX TAaHHBIX
COB - crcreMa 0OHapy)KEHUsI BTOP)KEHUH

TKYU - TEXHUYECKHE KaHAIbI YTeUKH HH(OpMAIU

YBI1/Ia - Yrpo3bl O€30MACHOCTH MEPCOHATBHBIX JIAHHBIX
OCTIK - ®deneparnbHas Ciryk0a 1o TEXHHYECKOMY U SKCTIOPTHOMY KOHTPOJTIO
Poccun
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BBEJIEHHUE
Hacrosmas Konnenmus nadopmanuronnoi 6ezonacuoctu UCIIax MAOY COII Ne 2
(Hdanee — VYupexnenwue)), pa3paborana MUHUCTEPCTBOM 3JPAaBOOXPAHCHUS U COIUAIBHOTO

pa3Butus P, sBnsercs opuIMaIbHBIM TOKYMEHTOM, B KOTOPOM OIPEJIeieHa CUCTeMa B3IJIs10B Ha
obecrnieueHrne HHGHOPMAMOHHON OE30MMACHOCTH Y UPEIKIACHHUS.

HeoOxonumocts pazpaborku Konuemniuu o0ycioBlieHa CTPEMHUTENBHBIM pacIIipeHHEM
cdepbl NpUMEHEHNs HOBEHIINX WH(POPMALMOHHBIX TEXHOJIOTHN M MPOIECCOB B YUPEKACHUH, IPU
00paboTke nHpopMaIu BOOOIIE, ¥ MEPCOHANBHBIX JAHHBIX B YACTHOCTH.

Hacrosimas Konnenuust ompenensieT OCHOBHBIE LENM W 3aJadd, a Takke OOIIyro
CTPAaTEeTUIO TOCTPOCHHUS CHCTEMBblI 3allUTHl mepcoHanbHBIX AaHHBIX (C3IIdH) VYupexnenwus.
Konuemnmust onpeznensieT OCHOBHblE TpeOOBaHHMS W 0a30BBbIE MOAXOABI K UX pealu3aluu, i
JTOCTHXKEHUS TpeOyeMOoro ypoBHs 0€30MacHOCTH UH(POPMAIIUH.

Konnenmust paspaboraHa B COOTBETCTBHH C CHUCTEMHBIM MOJIXOAOM K OOECIICUCHHIO
nH(popMalnoHHON Oe3omacHocTd. CHUCTEMHBIA MOAXOJ TMpEeArnojaraeT MpOBEACHHE KOMILIEKCa
MEPOTIPHUATHIA, BKIIOYAIOIIUX UCCIIEOBAaHUE YIPO3 WHPOPMAIIMOHHON 0€30MacCHOCTH U pa3paboTKy
cucteMsl 3auThl [1/1H, ¢ TO3MLKUK KOMIUIEKCHOTO MPUMEHEHUSI TEXHUYECKUX U OpraHU3alMOHHBIX
MEp U CPEJCTB 3aLIUTHI.

[Tox nndopmarmonnoii 6e3omacuoctsio [1/[H moHMMaeTcs 3alUIIEHHOCTh TEPCOHATBHBIX
JAHHBIX M OoOpadaTbhIBaroIiell WX WHQPPACTPYKTYpE OT JIOOBIX CIyY4allHBIX WIH 3JI0HAMEPHBIX
BO3/ICIICTBUI1, PE3yIbTaTOM KOTOPBIX MOXKET SIBUThCSI HAHECEHHUE yiepOa camoil uHdopmammu, ee
Brazenbiam (cyorektam [IJIH) wiu uHbpacTpykrype. 3anaun MHGOPMAIMOHHON 0€30MacHOCTH
CBOJATCA K MUHUMHU3ALIUU yIIepOa OT BO3MOXHOU peanu3anuu yrpo3 6ezonacHoctu [1/1H, a Takxke
K IPOTHO3UPOBAHUIO U MPEJOTBPAILECHHIO TAKUX BO3IECHCTBHI.

Konuenmuss ciayXuT OCHOBOM i pa3paboOTKM KOMILJIEKCA OpPraHU3allMOHHBIX H
TEXHUYECKUX Mep MO oOecredeHnto WHGOPMAIMOHHON Oe30MacHOCTH YUPEeKICHHS, a TaKkKe
HOPMAaTHUBHBIX W METOJAMYECKUX JIOKYMEHTOB, OOECHEeUYMBAIOIIUX €€ pealn3aluio, U He
npeanojaraeT moJAMeHbl (YHKIUNA TOCYIapCTBEHHBIX OpraHoB BiacTu Poccuiickoit dexepanuu,
OTBEYAIOIIUX 3a obecreyeHne O0e30MacHOCTH HHGOPMAIIMOHHBIX TEXHOJIOTHUH W 3aIluTy
uH(pOpMaLINH.

KoHuenmus sBiaseTcss METOL0JIOTMYECKON OCHOBOW JJIA:

- (hopMupoBaHUs U TPOBECHUS €IUHON MOJUTUKHU B 00yiacTu obecneuenus 6e3omacHoctu [1J[H B
NCITAnH Yupexnenus,

- NPUHATHSA YOPABIEHYECKUX PELICHUH U pa3paOOTKU MPaKTUYECKHMX MEp IO BOIUIOLIEHHUIO
noauTuku Oe3onmacHoctd [I/I[H W BBIPaOOTKM KOMIUIEKCA COIJIACOBAHHBIX MEp HOPMAaTHBHO-
IIPABOBOI0, TEXHOJOTMYECKOIO0 M OPraHMU3allMOHHO-TEXHHYECKOI'0 XapaKTepa, HAlpaBJIEHHBIX Ha
BBISIBJICHUE, OTPAKEHUE U JIMKBUIALIMIO TIOCIEACTBUI pealu3aluu pa3indHbiX BUA0B yrpo3 [1/1H;

- KOOPJAMHALIUU JIEATENbHOCTH CTPYKTYPHBIX MOApA3JeIeHUN YUpeKIeHUs IPU IPOBEACHUH padoT
no pa3Butuio u skcruryataiuu UCIIIH ¢ cobmonenneM TpeGoBaHuii obecrieueHus: 6€30nacHOCTH
I1]1H;

- pa3pabOTKH MPEIOKEHHUH IO COBEPIIEHCTBOBAHUIO MIPABOBOI0, HOPMATHBHOT'0, METOAUYECKOTO,
TEXHUYECKOTO U opraHu3anuonHoro ooecrneuenus 6e3omacHoctu [1/n B UCII[AH Yupexnenus.

- NpaBoBOi 0a30il 11t pazpaboTku Hactosmend KoHuenuu cimyxar TpeOoBaHUS JEHCTBYIOIIUX B
Poccun 3akoHOAATENbHBIX M HOPMATUBHBIX JIOKYMEHTOB II0 0O€CleueHUI0 Oe30MacHOCTH
nepcoHaNbHBIX qaHHBIX ([1/1H).



1 OBIIME MMTOJOXEHUSA

Hacrosmas Konuemnuuss onpenensieT OCHOBHBIE L€ W 3aJadd, a Takxke OOIIyro
CTpPaTeTUI0 TOCTPOCHHUSI CUCTEMBbI 3aluThl nepcoHanbHBIX AaHHBIX (C3I1dH) VYupexnenus, B
cootBercTBuu ¢ [lepeunem UCII[n. Konnenmus ompenenseT oCHOBHBbIC TpeOOBaHMS U 0a30BbIC
MOJIXO/IbI K X peasu3aliiu, A5 JOCTHKEHUS TPeOyeMoro ypoBHs 6€301acCHOCTH HH(POPMALIUH.

C3I[1[Ia mnpencraBiser co0OM COBOKYITHOCTh OpPraHU3allMOHHBIX M TEXHHYECKHX
MeponpuaTuid Ui 3amuTel [IJ[H OT HempaBOMEpHOro WJIM CIy4alHOrO JOCTyla K HUM,
YHUUTOXKEHUS, U3MEHEHUs, OJIOKHPOBAHUS, KONIMPOBaHus, pacnpoctpaHenus [1/[H, a Takxe HMHBIX
HEIIPAaBOMEPHBIX JACUCTBUI C HUMMU.

be3zonacHOCT ~ NEPCOHANBHBIX  J@HHBIX  JIOCTUIAaeTCsl  NYyTeM  HMCKJIIOYEHUs
HECaHKIMOHMPOBAHHOIO, B TOM 4MCJE CIy4yallHOro, JOCTyla K IE€PCOHAIbHBIM JIAaHHBIM,
pe3yJIbTaTOM KOTOPOTO MOXKET CTaThb YHHUYTOKEHUE, M3MEHEHHE, OJIOKUpOBaHUE, KOIHMPOBAHUE,
pacrnpocTpaHEHHUE NIEPCOHAIBHBIX IaHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUI.

Crtpykrypa, coctaB u ocHoBHble ¢GyHkiuu C3II[IH ompenensioTcs HUCXOAs U3 Kiacca
NUCTIJn. C3II[IH Bxiro4aeT OpraHu3allMOHHBIE MEpPbl MU TEXHUYECKUE CPEACTBA 3alUThI
uHpopmanuun (B ToM uucie mudpoBaabHble (KpunTorpadUyecKue) CpeicTBa, CPEACTBa
NPEJOTBPALICHUS HECAaHKIMOHMPOBAHHOTO JIOCTYINa, YTEYKM HHPOPMALUU 10 TEXHUYECKUM
KaHajaMm, MpOrpaMMHO-TEXHUYECKUX BO3JCUCTBUN Ha TEXHHUYECKUE cpencTBa obpabotku [1/1H), a
TaKXe UCTIOJIb3yeMble B MHPOPMALIMOHHON CUCTeME HH(DPOPMAITMOHHBIE TEXHOJIOTHH.

OTu Mepbl IPU3BaHbI 00ECICUNTH:

- KOH(PUIEHIHAJBHOCTH HH(OpMaLIMH (3aUTa OT HECAHKLIMOHUPOBAHHOI'O 03HAKOMIICHHUS);

- UeJOCTHOCTh HHpopMaMK (aKTyadbHOCTh U HENPOTUBOPEUYUBOCTH HH(pOpMALUHU, ee
3alMIIEHHOCTh OT Pa3pyIlEeHUsl U HECAHKIIMOHUPOBAHHOI'O U3MEHEHUS);

- JA0CTymHOCTh wuH(pOpManuu (BO3MOXKHOCTH 3a MPHEMIIEMOE BpeMs IMOJIYYUTh TpeOdyeMyro
MH()OPMAIIMOHHYIO YCIIYTY).

Craauu coznanus C3I1/IH BKIIFOYAIOT:

- TPENNpOEKTHAas CTaaus, BKIOYaromas mnpeanpoektHoe obOcnenoBanue MCIIIH, pa3paboTky
TE€XHUYECKOT0 (YaCTHOIO TEXHUYECKOTr0) 3aJ[aHus Ha €€ CO3/JaHHE;

- cragus TpoekTupoBaHusi (paspabotku mnpoekTtoB) u peanusanuu MCII/IH, Brirodaromnias
pa3pabotky C3I1/1a B coctae UCII/IH;

- cragus BBoja B nelictBue C3I1/1H, BKiItoUaronas OnbITHYIO KCIUTYaTallu0 U PUEMO-CAATOYHbIE
UCTIBITAHUS CPEICTB 3alIUThl HHPOpMAIH, a Takxke oneHky coorBercTBust MCII/{H TpeboBaHUsIM
0e30macHOCTH UH(pOPMALIUH.

OpranuzalioHHbIE MEpPHI MPEAyCMaTPUBAIOT CO3/IaHWE U TOJACpKAHHE MPaBOBOU 0a3bl
6esomacHoctu I1/lH u pa3paboTky (BBeAeHHME B JeHCTBUE) NpeaycMOTpeHHbIX IlomuTHkoii
uHpopmannonHoit 6e3onmacHoct MCII[IH crenyromux OpraHu3alMOHHO-PACIIOPSAUTEIbHbBIX
JIOKYMEHTOB:

- [Tnan meponpusituii o obecnevenuto 3amutel [11n npu ux o6padorke B UCII/IH;

- [Iman MeponpusiTHii MO KOHTPOIIIO obecniedeHus 3amuThl [1][H;

- [Topsinok pe3epBupoBanus U BocctaHoBieHus: pabotocnocoonoctu TC u 10, 6a3 nanusix u C3U;
- JomxuocTtHas nHcTpykiusa agmuauctpaTtopa UCIIIH B wactu obecnieuenus: 6e3onacHoctr [1/{H
npu ux oopadotke B UCII/IH;

- JlomxHOCTHAs MHCTPYKIUS aaMuHucTparopa 6ezonacnocta MCII/H;

- JomxHocTHas nHCTpyKuus monb3oBatens UCII/Ix B yactu o6ecnieuenus 6e3onacuoctu [1/[H mpu
ux obpadorke B UCII/IH;

- UHcTpykuus Ha ciiydail BOSHUKHOBEHHS BHEIITATHOM CUTYaluu;

- PexoMeHnnaium rno ucnoiab30BaHUIO IPOrPaMMHBIX U allllapaTHBIX CPEJICTB 3alUThI HHGOPMaIUH.
- Texnuueckue Mepbl 3alUTHl PEATU3YIOTCA NPU IMOMOIIM COOTBETCTBYIOIIMX IPOTrPAMMHO-
TEXHUYECKHUX CPEICTB U METOJOB 3aLUTHI.

- [lepedyenp HEOOXOUMBIX Mep 3aIIUTHl HH(OPMAIIMK ONPEEIIeTCs M0 pe3ysbTaTaM BHYTPEHHEH
npoBepku 6e3onacHoctr UCII[Ix Yupexnenue.
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2 3AJIAYM C3I1IH

OcnoBuoit nenpto C3I1/IH sBseTcs MUHMMU3ANMS yiiepOa OT BO3MOXKHOM peanu3anuu
yrpo3 6ezonacHoctu [1/1H.

Jlnsa  pmocTmkeHMss OocHOBHOM 1enu cucrtema OesomacHoctu II/Jm MCIIIH momkHa
obecrnieunBath YHPEKTUBHOE pPeIICHUE CIEAYIONUX 3a1a4u:
- 3amMTy OT BMemartenbcTBa B mporecc ¢yHkinuonupoBanuss MCII[IH mocTopoHHMX JHIL
(Bo3MOHOCTh Hcnosib3oBaHusi AC U JIOCTynm K €€ pecypcam JOJDKHBI HUMETh TOJBKO
3aperucTPUPOBAHHBIC YCTAHOBJICHHBIM MOPSAKOM I0JIb30BATENH);
- pasrpaHUYEHUE JOCTyIa 3apETrUCTPUPOBAHHBIX MOJB30BATENICH K anMapaTHBIM, MPOrPaMMHBIM U
unpopmannonusiM pecypcam MCII[IH (BO3MOXHOCTH JOCTyHna TOJBKO K TEM pecypcaM H
BBITIOJTHEHUS TOJBKO TEX ONEpaluii ¢ HUMH, KOTOPhIE HEOOXOJAMMBI KOHKPETHBIM IOJI30BATEIISIM
NCII[lH 11 BBIOJHEHHWS CBOMX  CIY)KEOHBIX OOsI3aHHOCTEH), TO €CTh 3aluTy OT
HECAHKI[MOHUPOBAHHOTO JIOCTYIIA:

» k unpopmanuu, nupkynupyromeit B UCII/IH;

= cpeactBaM BbruuciautenbHoi Texuuku UCIT/IH;

" anmapaTHbIM, [POTPAMMHBIM U KpPUNTOTpaUUYECKHUM  CPEACTBAM  3allUThI,
ucnosabszyembiM B UCTI/TH;
- PErUCTpalUIO JICHCTBUI MOJIb30BaTeNIel MIpU MCHOIB30BaHuU 3anuiiaemMbix pecypco MCIIH B
CHUCTEMHBIX KypHajiaXx M TMEePUOAMYECKUN KOHTPOJIb KOPPEKTHOCTH JEHCTBUI TOJIb30BaTENICH
CUCTEMBI ITyTEeM aHallu3a COAECPKUMOT0 ITHX KYPHAJIOB;
- KOHTPOJb IEJIOCTHOCTH (OOecreueHrne HEM3MEHHOCTH) CpEelbl HCIOJHEHUS IpOorpaMM U ee
BOCCTAHOBJICHHE B ClTy4ae HapylICHUS;
- 3aIIUTY OT HECAHKIMOHHPOBAHHOW MOAM(HUKAIIMU M KOHTPOIb IEIOCTHOCTH HCIOIL3YEMBIX B
WCTI/In nporpaMMHBIX CPEICTB, a TAKXKE 3aIIUTY CUCTEMBI OT BHEAPEHUSI HECAHKIIMOH UPOBAHHBIX
porpamm;
- 3amuTy [1J[H OT yTeykn Mo TeXHUYECKHM KaHallaM MpHU ee 00paboTKe, XpaHeHUHU U Tepeaaye mo
KaHaJlaM CBSI3H,
- zamuty [IJIH, XxpaHumoi, oOpabaTpiBaeMOil U TiepegaBaeMoOil TIO KaHajgaM CBS3H, OT
HECAaHKITMOHUPOBAHHOTO PA3TJIAIICHHS WM UCKAKCHUS;
- ofecrieyeHHe IKUBYUECTH KpUNTOTpadUUYeCKUX CPEACTB 3allUThl HHPOpPMALUU TpU
KOMITIPOMETAIIMU YaCTH KITFOYEBOM CHUCTEMBI;
- CBOEBPEMEHHOE BBISIBICHHE HWCTOYHUKOB yrpo3 Oe3omacHoctu [IJlH, mpHYMH M YCIOBHUH,
CIOCOOCTBYIONIMX HaHeceHWIo ymiepOa cyowektam [IJ[H, co3manue MexaHHW3Ma ONEPaTUBHOTO
pearupoBaHus Ha yrpo3bl 6e3onacHocTy [1/1H 1 HeraTuBHbBIE TEHICHINY;
- CO3/IaHM€ YCIIOBUU JJIsi MUHHUMHU3AIMKA U JIOKAJIM3AI[Md HAHOCUMOTO yIiiepOa HermpaBOMEPHBIMU
JIENCTBUSAMHU (PU3UUYECKUX U IOPUIUYECKHX JIUI, OCIA0JIeHHe HETraTUBHOTO BIMSIHUS U JIMKBUAALINS
nocJieIcTBU Hapymenus 6e3omacHoctu [1/]H.
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3 OBBEKTbDI 3AIIIMTHI

3.1 [IEPEYEHBb UHP®OPMALIMOHHbBIX CUCTEM

B (monnoe HanMeHOBaHME ONepaTopa) MPOU3BOAUTCA 00paOdOTKA MEPCOHANBHBIX TAaHHBIX B
UH(POPMALMOHHBIX crcTeMa 00paboTku nepcoHanbHbIX JaHHbIX (MCITIH).

[Tepeuenr MCII/IH omnpenensercs Ha ocHoBaHMM OTdueTa MO pe3yiabTaTaM BHYTPEHHEH
IIPOBEPKHU.

3.2 IIEPEYEHDb OB BEKTOB 3AILUTHI
OObekTaMu 3amuThl  SBISIOTCA — uWH(opMmanusa, oOpabateiBaemas B WCII[IH, wn
TEXHHYECKUE CPECTBA € 00padoTKU U 3amuThl. [lepeueHb NepCOHANBHBIX JTaHHBIX, MOJICKAIINE
3almTe, onpenesieH B [lepeune nepcoHanbHbIX JaHHBIX, Homiexamux 3amure B UCITI.
OOBEKTHI 3alUTHl BKIIOYAIOT:
- oOpabarbeiBaeMast HHGpOpPMaIIHs;
- TEXHOJIOTHYECKasi nH(popManus;
- IPOTrPaMMHO-TEXHUYECKHE CpeicTBa 00pabOTKY;
- cpenctBa 3amuThl [1/1H;
- KaHaJbl UH()OPMALIMOHHOTO 0OMEHA U TeIEKOMMYHHKAITIH;
- 00BEKTHI U NTOMEIIEHHUS, B KOTOPBIX pa3MeleHbl KoMnoHeHTbl MCIT/IH.
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4 KIACCUDUKAIIUA MMOJB30BATEJIENA UCIIJTH

[Mons3zoBarenem WCII[lH sBusercs JuIO, YydacTByiollee B (YHKIMOHHPOBAHUH
WH(OPMALIMOHHONW CHUCTEMbl NEPCOHAIBHBIX JAHHBIX WM HCIOJB3YIOLIee pe3yiabTaThl €e
¢ynkunonupoBanusi. [lome3oBatenem WCII[IH sBiseTcst m000H COTPYIHUK —YUpEKICHHS,
umeromuii goctyn k MCII[IH u ee pecypcaM B COOTBETCTBHMM C YCTAHOBJICHHBIM TMOPSIIKOM, B
COOTBETCTBUH C €0 (PyHKIIMOHAIBHBIMUA 0053aHHOCTSIMH.

[Tonw3oBarenu UCII/IH nenarcs Ha TpU OCHOBHBIE KATETOPUH:

- aamunuctpatop UCII[un. CoTtpyanuku VYupexxaeHus, KOTOpPbIE 3aHUMAIOTCS HAaCTPOMKOM,
BHEJIPEHUEM M COMNpOBOXACHHEM cucteMbl. Anvunuctparop MWCII[IH obnamaer ciemyrommm
YPOBHEM JIOCTYIIA!

* oOyajgaer MoJiHOM MHQOpPMalKe O CHUCTEMHOM M MPHUKJIAJHOM IMPOTPAaMMHOM OOECHEUEeHUU
NCTIH;

* o0sagaert MoJIHOM HHQOpMaIHel 0 TEXHUYEeCKUX cpeacTBax u koHpurypauuu UCII/1H;

" pMeeT JOCTYI KO BCeM TeXHHUYECKHM cpeacTBaM o0padotku nHpopmanuu u nanasiv UCI/H;

* o0najgaer npaBaMu KOH(DUTYPUPOBAHUS U AIMUHUCTPATUBHOM HACTPOUKH TEXHUYECKHX CPE/ICTB
NUCTI/n.

- mporpammuct-pazpadbotunk MCII[An. CotpyaHuku YupexIeHHUs W CTOPOHHHX OpTaHU3allui,
KOTOpPBIE 3aHUMAIOTCA pa3paboTKoi nporpamMmmuaoro odecneuenus. Pazpadorunk UCIIu obmamgaer
CJIEYIOLIMM YPOBHEM JIOCTyMA!

» oOmamaer nHpopmanmei 06 anropuTMax u nmporpammax oopadorku napopmamuu Ha UCIH;

" o0iagaer BO3MOXXHOCTSIMH ~ BHECEHMSI  OIIMOOK, HEJICKIApUPOBAHHBIX  BO3MOXKHOCTEM,
IIPOrpaMMHBIX 3aKJAJ0K, BPEIOHOCHBIX Iporpamm B mnporpammHoe obecneuenue MCII[AH Ha
CTaJIuU ee pa3pabOoTKH, BHEJPEHUS U COMPOBOKIACHNUS;

" MOXET pacroJjarath JJFoObIMU GpparmeHTamu nHGopManwu o Tornosiorun UCIT/IH 1 TexHu4IecKix
cpenctBax oopabotku u 3auuThl [1/{H, oOpadateiBaembix B MCIT/H.

— omneparop MCII[Jn. CoTpynHMKH TMOApA3ACICHU YUpPEKIEHUs YJYaCTBYIOIIUX B MPOIECCE
skcrutyataruu UCTTIn. Onepatop UCIT/IH o6manaer ciaeayommuM YpoBHEM AOCTyIA!

* oOnazaer BceMH HEOOXOJUMBIMHM aTpuOyTamu (Hampumep, MaposieM), 00ecHedrBarOIUMU
JIOCTYII K HEKOTOpOMY noAMHOxecTBY [1/1H;

* pacnojaraer KoHGUIACHIIMATbHBIMUA JaHHBIMHU, K KOTOPHIM UMEET JOCTYII.

- Kareropun mnomnw3zoBareneit nomkHbl ObITh onpeneneHsl aia kKaxaoi MCIIIx. JlomkHO OBITH
YTOYHEHO pa3[eIeHUE COTPYAHUKOB BHYTPU KaTeropuii, B COOTBETCTBUM C TUIIAMH I0JIb30BaTEIEH
onpezaeneHHbIMU B [lonnTuke nHpopManoHHON 0€3011aCHOCTH.

- Bce BpIABIIEHHBIE TPYNIBI MOJb30BATENEN OTpaxkatoTcss B OTdeTe Mo pe3yiabTaTaM BHYTPEHHEHR
npoBepku. Ha ocHoBanmu Otyera onpeaenstoTes npasa goctyna k anementam UCIIH ams Bcex
IpyNN NOJb30BaTeNeld U oTpaxatoTcss B Marpuue noctyna B [lonoxeHun o pa3rpaHUYEeHUH NpaB
JIOCTyTIa K 00pabaThIBaeéMbIM MTEPCOHAIBHBIM JaHHBIM.

5 OCHOBHBIE TIPHHIIANIBI TIOCTPOEHHUS CHCTEMBI KOMILIEKCHOM
SAHIUTHBI UHOOPMAIIUHN
[Toctpoenue cucrembr obecneuenus OezomacHoctu [/l MCII[H VYupexnenus u ee
(GYHKIIMOHUPOBAHHUE MOJKHBI OCYIIECTBISITBCSI B COOTBETCTBUU CO CIEIYIOIIMMH OCHOBHBIMHU
MIpUHIUITIaMHU
- 3aKOHHOCTB;
- CHCTEMHOCTb;
- KOMIUIEKCHOCTb;
- HENPEPBIBHOCTE;
- CBOEBPEMEHHOCTB;
- IPEEMCTBEHHOCTh M HETIPEPHIBHOCTH COBEPIICHCTBOBAHMUS,
- ICpCoOHAJIbHAasA OTBCTCTBCHHOCTD,
- MUHHUMU3A1HsI TIOJTHOMOYUH;
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- B3aUMOJIEMCTBUE U COTPYIHUYECTBO;

- THOKOCTH CUCTEMBI 3alUTHI;

- OTKPBITOCTH aJITOPUTMOB U MCXAaHU3MOB 3alllUThI;

- IPOCTOTa MPUMEHEHUS CPECTB 3aIUTHI;

- Hay4Hass 000CHOBAaHHOCTb U TEXHUUYECKAs PeaIn3yeMOCTh;
- crienuanu3anus 1 npoQecCHOHAIN3M;

- 00513aTEILHOCTb KOHTPOJIS.

5.1 3AKOHHOCTb

[IpeanonaraeT oOCyIIECTBICHHWE 3allUTHBIX MeponpusaTHii u paspaborky C3II/In
Y4upexaeHus B COOTBETCTBHH C JICHCTBYIOIIUM 3aKOHOJATENLCTBOM B obOnactu 3amuthl [1JIH n
JpYTMMH HOPMATHUBHBIMH TPaBOBBIMH aKTaMH IO 0€30MacHOCTH WH(OpMALUU, YTBEPHKIEHHBIX
OpraHamu rocyJ1lapCTBEHHOM BJIACTHU U YIIPABJICHUS B MPEAEIIAX UX KOMIICTCHIIUY.

[Tonb3oBarenu u obcmyxkuatomuit nepconan [1{n UCITIn YupexaeHusnomxHbl ObITh
OCBEJIOMJICHBI O MOPSIIKE padOTHI C 3alUinaeMoil HHpOpMaIieid 1 00 OTBETCTBEHHOCTH 32 3aIUTHI
I11H.

5.2 CUCTEMHOCTbH

Cucremnsiii nonxon k mnoctpoenuto C3II[In Yupexnenus mpeamonaraer ydeT BCex
B3aUMOCBSI3aHHBIX, B3aUMOJICUCTBYIOIIUX W U3MEHSIOLIMXCS BO BPEMEHHU 3JIEMEHTOB, YCIOBUH MU
($akToOpoB, CYIIECTBEHHO 3HAYMMBIX I TMOHUMAaHUS W PEHICHHS MpoOJIeMbl obOecredeHus
oe3onacunoctu [1JIn UCIIn YupexaeHus.

[Ipy co3maHuy CUCTEMBI 3alUTHI JOJDKHBI YUWTHIBATHCS BCE clladble W HamOolee
ysI3BUMbIE MecTa cucTeMbl o0pabotku II/lH, a Takxke xapakrtep, BO3MOXXHBIE OOBEKTHI H
HAIPABIICHUS aTaK HA CUCTEMY CO CTOPOHBI HapymuTelel (0COOEHHO BRICOKOKBATH(UITUPOBAHHBIX
3II0YMBIIIJICHHUKOB), MyTH MPOHUKHOBEHUS B pactpenencHHble cuctembl 1 HCJ k undopmarmm.
Cuctema 3amuThl JOHKHA CTPOUTHCS C YYE€TOM HE TOJIBKO BCEX HW3BECTHBIX KaHAJIOB
nponukHoBenus: 1 HCJI k uHpopmaium, HO U ¢ y4eTOM BO3MOKHOCTHU TOSBICHHS IPUHIIUTTHATBHO
HOBBIX MyTEH peanu3aiu yrpo3 0e30MacHOCTH.

5.3 KOMILUIEKCHOCTh

KOMHJ’ICKCHOC HCITIOJIB30BAHUC MCTOAOB U CPCACTB 3allIUTHI ITPEATIOIAracT COrjiaCOBAaHHOC
MPUMEHEHNUE PA3HOPOJHBIX CPEICTB MPU TMOCTPOCHUM  IIEJIOCTHOW CHUCTEMbI  3aIUTHI,
neperLIBanmeﬁ BCC CYIICCTBCHHBIC (3Ha‘{I/IMHe) KaHaJIbl p€ajiudaliu yrpo3 U HC conepmameﬁ
CJ'Ia6BIX MECT Ha CTBIKAX OTACJIBHBIX €€ KOMIIOHCHTOB.

3aII_II/ITa AOJIDKHA CTPOUTHCA 3MECITIOHUPOBAHO. I[J'ISI KaKa0Tro KaHajla YTCUKH I/IH(I)OpMaI_II/II/I
U U8 KaXKIOW yrpo3bl O€30MacCHOCTH JOJIKHO CYIIECTBOBATh HECKOJBKO 3alIUTHBIX pyOexei.
CO3,Z[aHI/IC 3alIUTHBIX py66>1<el71 OCYHICCTBJIACTCA C YYCTOM TOrIO, ‘-IT06BI IJid UX TIpCOLOJICHHUA
HOTeHHI/IaJ'II)HOMy 3J'IOYMI)IIHJ'I€HHI/IKy Tpe6OBaJ'II/ICI) HpO(i)eCCI/IOHaJ'II)HBIe HABBIKHU B HCCKOJIBKHUX
HCB3aMMOCBA3AHHBIX O6J'IaCT}IX.

Buentassa 3aluTa JOJI>KHA o0ecrieunBaTsCs bu3UIeCKUMU cpencTBaMu,
OpTraHHU3allMOHHBIMH W TIPAaBOBbBIMU MCpaMH. OIIHI/IM nu3 HaI/I60J'ICC YKPCIJICHHBIX py6e>1<ef/i
NpU3BaHbl OBITH CPEJICTBAa KPUITOrpapUUecKOd 3aluThl, PEaIM30BaHHBIE C HCIOJIb30BAHUEM
texHonorun VPN. IlpuxiagHoit ypoBeHb 3allMThl, YYUTHIBAIOIIUH OCOOCHHOCTH NPEAMETHOM
o0racTu, mpe/ICTaBIsieT BHYTPEHHUN pyOeK 3alUThI.

5.4 HENPEPBIBHOCTD 3AIIATHI T1JIH

3amura II/[H — HEe pa3oBoe MepONpUATHE M HE MPOCTasl COBOKYIHOCTb IPOBEAEHHBIX
MEPOIPHUATHHA U YCTAaHOBJICHHBIX CPEICTB 3alUTHI, 4 HENPEPHIBHBIN LEICHANPABICHHBIN IIPOLIECC,
IpeaIoJIaratoliuii MPUHITHE COOTBETCTBYIOIMX MEP Ha BCEX ATanax >ku3HeHHoro nukia MCIIIH.
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I/ICHI[H AOJDKHBI HAXOJUTHCA B 3allIUIICHHOM COCTOSHHUU HaA IMMPOTSXKCHUH BCEIrO BPCMCHU
X (YHKIMOHUPOBaHMS. B COOTBETCTBHM C 3TUM IMPUHLUIIOM JOJKHBI IPUHUMATHCA MEphI IO
HeponyueHuto nepexona MCII/IH B He3aMILIEHHOE COCTOSHUE.

bosnbmMHCTBY (QU3MYECKHX M TEXHUYECKUX CPEICTB 3alUThl A  3(P(HEKTUBHOTO
BBITNIOJIHEHUA CBOUX q)YHKI_II/IfI HGO6XOI[I/IM3, MNOCTOAHHAA TCXHUUYCCKAA W OpraHu3allMOHHAasd
(agMHMHHCTpaTUBHAs) OJIEP)KKA (CBOEBPEMEHHAs CMEHa U 00ecrieueHre MPaBUIIbHOIO XPaHEHUs U
NpUMEHEHHUS HMMEH, Mapojel, Kimouell mu@poBaHus, MepeornpeaesieHHe MOJHOMOYUN W T.II.).
[TepepbiBel B paboTe CpEeACTB 3alUThl MOTYT OBbITh HCIOJIB30BaHbl 3JI0YMBIIUICHHUKAMH JJIS
aHaJIn3a NPpUMCHACMBIX MCTONOB U CPCACTB 3alUThI, IJId BHCAPCHUSA CIICHUAJIBHBIX ITPOrpaMMHBIX
U anmapaTHbIX "3aknmasok" M APYrMX CPEeACTB  IPEOAOJIEHUS CUCTEMbl 3aIlUThl  IOCIHE
BOCCTaHOBJICHUS €€ (DYHKIIMOHUPOBAHHUSL.

5.5 CBOEBPEMEHHOCTb

[Ipenmonaraer ynpexnaromui xapaktep mep obecrneyenus: 6ezonacuoctu [1/1H, To ecth
IIOCTaHOBKY 3a1au 1o komiuiekcHol 3ammre MCII[AH u peanuzaunuio Mmep obOecreyeHus
o6e3onacHocty I1/[H Ha panHMX craamsx pa3padotku WMCIIJIH B memoM M €€ CHCTEMBI 3alllMThl
uH(pOpMaLH, B YaCTHOCTH.

Pa3paboTka crcTeMbl 3alUTHI TOJKHA BECTUCH MapauIebHO C Pa3pabOTKON U pa3BUTHEM
caMOM 3aIMIIaeMOl CHCTEMBL. OTO TO3BOJHMT y4YecTb TpeOOBaHUS O€30MacHOCTH TIpU
MPOEKTUPOBAHUM HMH(POPMAIIMOHHON apXUTEKTyphl M, B KOHEUYHOM CHYeTe, co3[aaTh Oolee
a¢dekTuBHBIE (KaK 10 3aTpaTaM PECypCcoB, TaK U MO CTOMKOCTH) 3aIUIICHHBIC CHCTEMBI.

5.6 IPEEMCTBEHHOCTH M COBEPIIEHCTBOBAHME

[IpenmonaratoT HOCTOSTHHOE COBEPIICHCTBOBAHUE MEP U CPECTB 3alUThl HH(GOpMAIIUK Ha
OCHOBE IIPEEMCTBEHHOCTH OPraHU3AllMOHHBIX W TEXHUYECKUX pPELICHUH, KagpOBOr0 COCTaBa,
ananmu3a ¢yHkunonuposanuss UCII/IH 1 ee cucTeMBl 3alIUTHI C YYETOM M3MEHEHUH B METOAAX U
CpelcTBax IepexBaTra MH(OpMAalKM, HOPMATUBHBIX TpeOOBAHMWN MO 3allUTe, JIOCTUTHYTOI'O
OTEYECTBEHHOI'0 M 3apyO0EKHOT0 OMbITa B 3TOM 00JaCTH.

5.7 IIEPCOHAJILHASI OTBETCTBEHHOCTh

[Ipenmnonaraer BO3JOKEHHWE OTBETCTBEHHOCTH 3a oOecnedeHue OesomacHoctH [I/IH u
CHCTEMBI UX 00pabOTKHM Ha Ka)JI0ro COTPYAHHUKA B Ipejenax ero nojiHomMounil. B coorBercTtBum ¢
STUM HPUHLUIIOM pacIHpelelieHne MpaB U 00s3aHHOCTEH COTPYIHUKOB CTPOUTCS TaKUM 00pazoM,
4yToOBI B cllyyae JII00Or0 HApYIIEHHs KpPyr BHHOBHUKOB OBUI UETKO M3BECTEH WIJIM CBEIECH K
MHUHHMYMY.

5.8 ITPMHIIMITI MUHUMHU3ALIAHA TOJTHOMOYH I

O3HauaeT mpenocTaBiIeHUE MOJIb30BATEISIM MUHUMAIBHBIX IIPaB JIOCTYNAa B COOTBETCTBUU
C TPOU3BOACTBEHHOM HEOOXOJMMOCTHIO, HAa OCHOBE TPHHIMIA «BCE, UYTO HE pPa3peIieHo,
3aIPELIEHO.

Hoctyn x II[lH momkeH MpeaoCTaBIATHCS TOJIBKO B TOM CiIy4dae W OOBEME, €CIU 3TO
HEOOXOIUMO COTPYIHUKY JJISl BBIMIOTHEHUSI €T0 JOHKHOCTHBIX 005S3aHHOCTEH.

5.9 B3AUMOJENCTBUE U COTPYJHUYECTBO

[Ipeanonaraer co3manue OMarompuaTHOW aTMocdepbl B KOJJIEKTHBAX TOJpa3/ieIeHUH,
06CCHCLII/IB8.IOIJ_II/IX JCATCIIBHOCTD I/ICHI[H quemﬂeHI/m, JJIsL CHMXXCHUA BCPOATHOCTHU
BO3HUKHOBCHUA HCTATUBHBIX HeﬁCTBHﬁ CBA3AHHBIX C YCIIOBCUYCCKUM CbaKTOpOM.

B Takoit OGCTaHOBKe COTPYAHUKHU JOJIKHBI OCO3HAHHO CO6J’IIO,Z[8.TB YCTaHOBJICHHBIC
MpaBWwia W OKa3blBaThb COJCHCTBUE B JEATEIBHOCTH TMOAPA3ICICHUM TEXHUYECKOW 3allUThI
uHpOpMaLIUH.
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5.10 'MBKOCTb CUCTEMBI 3AIIATHI IT/TH

HpI/IH}ITbIe MEpPbI U YCTAaHOBJICHHBIC CPCACTBA 3alIUThI, OCO6CHHO B HAYaJIbHBIA nepuon nux
3KCHJIyaTaI_[I/II/I, MOI‘yT 06CCHCLII/IB8,TL KakK I-IpE:I;MepHIJII‘/JI, TaK U HGI[OCT&TO‘IHBIﬁ ypOBeHB 3allIUTHI.
I[J'ISI O6€CHC‘I€HI/I$I BO3MOXHOCTH BapbUpPOBaHHA YPOBHEM 3alIUMIICHHOCTH, CPCACTBA 3alllUThI
JOJKHBI 00JIafiaTh ONMpeAeNieHHOW THOKOCThI0. OCOOEHHO Ba)KHBIM ATO CBOWCTBO SIBIISIETCS B TEX
ClIy4dasx, Korga YCTAaHOBKY CPCIACTB 3alllUTHI HCO6XOI[I/IMO OCYHICCTBJIATL Ha pa60TaIOLI_[y}O
CUCTEMY, HE HapyIias mpolecca e HOpMaIbHOTO () yHKITMOHUPOBAHHSI.

5.11 OTKPBITOCTB AJITOPUTMOB U MEXAHU3MOB 3AIIATHI

CyTh HmpHHIMNA OTKPBHITOCTH AJTOPUTMOB M MEXAaHWU3MOB 3allIUThI COCTOMT B TOM, YTO
3amuTa He JOJKHA 00ECIIeYMBATHCS TOJIBKO 3a CUET CEKPETHOCTH CTPYKTYpPHOW OpraHHW3alluu |
QITOPUTMOB (DYHKIIMOHUPOBAHUS €€ MOACUCTEM. 3HAHNUE aJITOPUTMOB PaOOThI CUCTEMBI 3allIUThI HE
JIOJDKHO J1aBaTh BO3MOXKHOCTU €€ mpeojofieHus (qaxe aBropam). OJIHaKo, 3TO HE O3HAYAET, YTO
UHpOpMaIUs 0 KOHKPETHOM CHCTEME 3allUThI IOJDKHA OBITh OOIIEIOCTYITHA.

5.12 I[IPOCTOTA NPUMEHEHUS CPEJICTB 3ALLIUTHI

MexaHu3MBbI 3aIIUThI JOJDKHBI OBITh WHTYUTUBHO TIOHSTHBI ¥ TIPOCTHI B MCITOJIb30BAHUU.
[IpuMeHeHne CpeICTB 3aIIUTHl HE JOJKHO OBITh CBS3aHO CO 3HAHWEM CIEIUAIbHBIX S3BIKOB WJIH C
BBITIOJIHCHUEM  JICHCTBUM, TPEOYIOMMUX 3HAYUTEIBHBIX JOMOJHUTEIBHBIX TpPyAO3aTpar Mpu
00BIYHOI paboTe 3aperucTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSIKOM IOJb30BaTENICH, a TakkKe He
JIOJKHO TPeOOBaTh OT MOJIB30BATEISI BHIMIOTHCHUS PYTHHHBIX MAJIOTIOHSATHBIX €My OIeparii (BBOI
HECKOJIbKHMX IapoJie U UMEH U T.J1.).

JlomxHa 1OCTUraThCsl aBTOMATU3allMs MaKCUMaJILHOI'O YMCJia JICMCTBUM TMOJIb30BaTENICH U
aagmuHuctpatopoB UCII/IH.

5.13 HAYYHASI OGOCHOBAHHOCTD U TEXHUYECKAS PEAJIU3YEMOCTD

NHupopmaniioHHble TEXHOJOTMM, TEXHUYECKHE M IPOrpaMMHBIE CPEICTBA, CPEACTBA U
MCEpPbI 3alIUThI I/IH(I)OpMaLII/II/I JOJIP)KHBI 6I>ITB pcain30BaHbl Ha COBPCMCHHOM YPOBHC PAa3BUTHUA
HayKI/I U TCEXHHUKH, HaquO O6OCHOBaHI)I C TOYKH 3peHI/I$I JOJOCTUXKCHUS 3aJaHHOTO ypOBHfI
6630HaCHOCTI/I I/IH(i)OpMaLII/II/I " JOJIZKHBI COOTBCTCTBOBATH YCTAHOBJICHHBIM HOpMaM U Tpe6OBaHI/I$IM
no 6e3omacHoctu [1/]H.

C3I1/I1 nomxHa OBITh OPUEHTHPOBAHA HAa PELICHMS, BO3MOXKHbBIE PUCKU JUIS KOTOPBIX U
MepBI HpOTHBOZ[GfICTBH?I 9TUM pI/ICKaM HpOHIJ'II/I BCGCTOpOHHIOIO TCOpeTI/I‘IGCKYIO u HpaKTI/IIIGCKYIO
IPOBEPKY.

5.14 CIEIHMAJIU3ALUS U TPOPECCHOHAJU3M

[Ipenmonaraer mnpuBiedeHHEe K pa3pabOTKE CPEICTB W peald3allii Mep 3allluThl
UHPOPMALIUN CTICUATU3UPOBAHHBIX OpraHu3alfii, HanboJiee MOArOTOBICHHBIX K KOHKPETHOMY
BUJY JI€ATEIBHOCTH 10 o0ecniedyeHuto 6e3onacHoctu [1J]H, MMEIONMX ONMBIT MPAKTUYECKON pabOoThI
U TOCYJapCTBEHHYIO JIMIIEH3MI0O Ha TMpaBO OKa3aHUS yciayr B 3Tod oOnactu. Peanumzarnus
QMUHUCTPAaTUBHBIX MEp W OKCIUIyaTallhus CPEeACTB 3alllMThl JIOJDKHA  OCYHIECTBIATHCA
npo¢eCCHOHATBLHO MOATOTOBIEHHBIMU CIIEUATUCTAMU Y UPEXKACHUS.

5.15 OBSIBATEJILHOCTB KOHTPOJISA

[Ipeanonaraer 00s3aTeTbHOCT, M CBOCBPEMEHHOCTh BBISIBJICHUS U MPECEUEHUS TOMBITOK
HApYIICHUS YCTaHOBIEHHBIX MpaBuil obecriedeHust O6e3omacHocTu [1/[H HA OCHOBE HMCIONB3yEeMBIX
CHCTEM U CPEJICTB 3aIUTHl HH(OPMAITUU TIPU COBEPIICHCTBOBAHUU KPUTEPUEB U METOJIOB OIICHKH
3¢ (HEKTUBHOCTHU ITUX CHCTEM U CPE/CTB.

KoHTponb 3a AesSTeNnhbHOCTBIO JTFOOOTO TOJIB30BATElNs, KaXKJIOTO CPEACTBA 3aIIUTHl U B
OTHOIICHUU JTIOO0TO0 O0BEKTA 3alTUTHI JOJKEH OCYIIECTBISTHCS HA OCHOBE IMPUMEHEHHS CPEIICTB
ONEPATUBHOTO KOHTPOJISI M PETUCTPALIUH U JIOJDKEH OXBAaThIBaTh KaK HECAHKIIMOHUPOBAHHBIE, TaK U
CaHKUHOHHUPOBAHHBIE AEHUCTBHS MOJIb30BATEIEN.
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6 MEPbI, METO/JbI U CPEACTBA OBECIEYEHUMSA TPEBYEMOI'O YPOBHAA
SAIUINEHHOCTHU

OOecnieuenne TpeOyeMOro YpOBHS —3alIUIIEHHOCTH [JODKHOCTH JOCTUTAThCS €
UCIIOJIb30BAaHUEM MEp, METOJI0B U CpelCTB OezomacHocTU. Bece Mepsl obecnieueHust 6€30MacHOCTH
NCTIIx noxpasaenstores Ha:
- IPABOBBIE;
- MOPAJIbHO-3TUYECKUE;
- OpraHU3alMOHHBIE (AIMUHUCTPATUBHBIE);
- (huznyeckue;
- TEXHUYECKHe (anmnapaTHbIE U IPOrpaMMHBIE).

[lepeyenp BbIOpaHHBIX Mep oOecrieueHus Oe3omacHOCTH oTpaxaercs B [lnane
MEPONPUATHIA 10 00ECIIEUYCHUIO 3aLUTHI IEPCOHAIBHBIX TaHHbIX.

6.1 IIPABOBBIE MEPBI 3ALLIUTHI

K mnpaBoBeIM MepaMm 3amMTBl OTHOCATCA JEHCTBYIOIIME B CTPAaHE 3aKOHbI W MHBIE
HOPMAaTUBHBIE MIPABOBBIC aKThI, PETIaMEHTUpYIoNIUe NpaBuia obpamienus ¢ [1/1H, 3akpemnstonue
npaBa W O0S3aHHOCTH YYaCTHUKOB MH(DOPMAIIMOHHBIX OTHOIICHWH B Iporecce ee 00paboTKu u
HCIIOJIb30BAaHUs, a TAaK)K€ YCTAHABIMBAIOLIME OTBETCTBEHHOCTh 3a HAPYLIECHUs 3THX IIPABUII,
IIPENATCTBYS. TEM CaMbIM HEIIPAaBOMEPHOMY MCNOJb30BaHuI0 11/IH 1 ABisronmecs caep KUBarIuM
(bakTOpoM /1Sl HOTEHIIUAIBHBIX HAPYIIUTENEH.

[IpaBoBbIe MepBl 3alIUTBl HOCAT B OCHOBHOM YIPEXKIAIOMNN, MPOQUIAKTHIECKHUHA
XapakTep MW TpeOYIOT TIOCTOSHHOW pa3bsCHUTENBHOW paboThl €  TMOJB30BAaTEIAMH U
00CITyUBAIOLIUM I1IEPCOHATIOM CUCTEMBI.

6.2 MOPAJIbHO-THYECKHUE MEPBI 3ALIIUTHI

K MopanbHO-3THYECKMM MepaM OTHOCSATCS HOPMBI MOBEACHHUS, KOTOPbIE TPAIUIIMOHHO
CJIOKUJTUCh WJIM CKJIQJBIBAIOTCS MO Mepe pacmnpocTpaneHuss IBM B ctpane unm oOmiecTBe. OTH
HOpPMBI OOJbIIEH YaCThIO HE SIBISIFOTCS O0sI3aTENbHBIMH, KaK 3aKOHOJATENbHO YTBEPKICHHBIC
HOPMATUBHBIC aKThl, OAHAKO, UX HCCO6J’IIO)I€HI/IG BEACT 00BIYHO K MaaCHUIO aBTOPUTETA, ITIPECTHUXKA
YeNoBeKa, TPYIIbI JIUIl WIK OpraHu3alui. MopalbHO-2TUYECKHE HOPMBI OBIBAIOT KaK HEMHCaHbIe
(Harpumep, OOILIeNpU3HAHHBIE HOPMBI YECTHOCTH, MATPUOTH3MA U T.II.), TAK U MHCAHBIE, TO €CTh
0o(OpMIICHHBIE B HEKOTOPBIH CBOJ (YCTaB) MPaBUII WU MPEANHCAHUN.

MopanbHO-3THUECKHE MEpbl 3alUThl SABIAIOTCS MNPOPUIAKTUYECKUMU U  TpeOyroT
MOCTOSIHHOM  paboThl MO CO3JaHMIO 3J0POBOTO  MOPAIBHOTO KIMMara B  KOJUIEKTHBAaX
nojipa3ieliecHuid. MopalbHO-3THYECKHE MEphI 3alIUThl CHUKAIOT BEPOSTHOCTH BO3HUKHOBEHUS
HETaTHUBHBIX JEHCTBHUI CBSI3aHHBIX C YEIOBEYECKUM (haKTOPOM.

6.3 OPrAHU3AIIMOHHBIE (AIIMUHUCTPATUBHBIE) MEPBI 3ALIIATHI

Opranu3aiiioHHble (aAMUHUCTPATHUBHBIC) MEPHI 3aIIUTHI - 3TO MEPhI OPTraHU3AITMOHHOTO
XapakTepa, perjaMmeHtupyrommue mnpouecchl (GyakiumonupoBanus WCII/[IH, wucnmonb3oBaHue
pecypcoB  UCII[H, naesaTenbHOCTh OOCTYXHBAIOIMIETO TIEPCOHANa, a TakkKe IMOPSIA0K
B3anmojieiicTBusi monb3oBareneit ¢ WCIIJIH Takum oOpa3om, 4ToObl B HaAWOOJNBIIECH CTeNeHU
3aTPYIHATH WK UCKIIOUYUTHh BO3MOXKHOCTh Pealli3allii yrpo3 0€30MacHOCTH WM CHU3UTH pa3Mep
MOTEPH B CIIy4ae UX peallu3aluu.

['maBHas 11€71h AIMUHUCTPATUBHBIX MEP, MPEIMPUHUMAEMBIX Ha BBICIIIEM yIPaBICHUYECKOM
ypoBHe — cdopmupoBath llomuTtuky wuHpOpManonHoi Oe3omacHoctu [IJIH (oTpaxkaromiyro
MOAXOBI K 3alIUTe NHPOPMAIIUN) U OOCCTICYNTh €€ BHITIOJIHEHHE, BBIJETSAST HEOOXOIUMBIE PECYPCHI
Y KOHTPOJIUPYS COCTOSTHUE JEII.

Peanuzarus [onmutuku nadopmannonnoit 6e3onacuoctu [1/In B UCII[H cocTosT u3 mep
aQIMHUHUCTPATUBHOTO YPOBHS U OPTaHU3AIMOHHBIX (IIPOLIEYPHBIX) MEP 3aIIUTH HHPOPMAIIHH.
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K anMuHHCTpaTHUBHOMY YPOBHIO OTHOCSTCS PpEUIEHUs PYKOBOJCTBA, 3aTparyBarolIne
nestenpHocTh MCIIJIH B nenom. DT pemieHus 3akperuisitorcs B Ilonmutrke wHbOpMarmoHHON
6e3omacHocTh. [IpuMepom Takux pereHuii MOTyT ObITh:

- MIPUHATHE pelIeHus 0 (OPMUPOBAHUU HIIM NIEPECMOTPE KOMIUIEKCHON MPOrpaMMbl oOecrieueHus
6e3onacHoctH [1/]H, onpenieneHne OTBETCTBEHHBIX 3a €€ PEAIN3ALINIO;

- (dopmynupoBaHHe Lelei, MOCTaHOBKA 3ajad, OIpe/AeJCHHE HaIpaBlICeHUN [eATeIbHOCTH B
obnactu 6e3onacuoctu [1]1H;

- TpUHATHE peHIeHHH MO0 BOIpOcaM peaju3aluu MporpaMMmbl  O€30MacHOCTH, KOTOpPbIE
paccMaTpUBAIOTCS HA YPOBHE Y UPEXKIAECHUS B LIEIOM;

- obecrieyeHrie HOPMAaTHUBHO - IPaBOBOM 0a3bl BOIPOCOB 0€30MaCHOCTH U T.I1.

[TonMTHKa BEpXHETO YPOBHSI JIOJDKHA YETKO OYEPTUTH CEepy BIUSHUS U OTPAHHUCHUS TIPH
omnpezneneHun ueneit 6esomacHoctu [IJ[H, ompenenuTh KakuMH pecypcaMu (MaTepHalbHBIE,
MIEPCOHAT) OHU OYIyT JOCTUTHYTHI U HAUTHU Pa3yMHBIH KOMIIPOMHUCC MEKIY PHEMIIEMBbIM YPOBHEM
6e3omacHocTH U pyHKunoHansHocThi0 MCIT/H.

Ha opranusanimoHHOM YpOBHE ONPENEINAIOTCS MPOLEIyphl U MpaBUila JOCTHKEHUS Lesen
u peuenus 3aaa4 [lomutrku nagopmarmonnoit 6ezonacHoctu I1/[H. Tu npaBuia onpenemnsior:

- KakoBa 00JIacTh MPUMEHEHUsI MOTUTUKH Oe3onacHoctu [1/1H;

- KaKOBBI POJM U OOS3aHHOCTU JOKHOCTHBIX JIUI[, OTBEYAIOIIME 3a IPOBEICHHE MOJIUTHKU
6e3onacHoctH [1/]H, a Tak e UX yCTaHOBUTH OTBETCTBEHHOCTB;

- KTO uMeeT npasa gocryna k [1/1H;

- KAKUMH MEpaMH U cpeAcTBaMu obecrieunBaetcs 3ammuTa [1/1H;

- KaKUMH MEpaMU U CPEeICTBaMU 00ECTIeYNBAETCS KOHTPOJIb 32 COOOIEHUEM BBEICHHOTO pexkruma
0€30MacHOCTH.

Opranu3alOHHbIE MEPBI JOJKHBI:

- MpeayCcMaTpUBaTh PETJaMEHT HH(POPMAIIMOHHBIX OTHOIICHHH, HCKIIOYAIONINX BO3MOXXHOCTH
HECAHKIMOHUPOBAHHBIX IEHCTBUI B OTHOIIEHUU OOHEKTOB 3aAIIUTHI;

- OMPEENATh KOATUIIMOHHBIE U MePApPXUUECKUE MPHUHIIUIBI K METO/bl pa3rpaHUuEHUs JOCTyIa K
I11H;

- OMPEACIATH MOPSAIOK PAOOTHI C MPOrPAMMHO-MATEMATHIECKUMH U TEXHUYECKUMHU (aImapaTHbIE)
CpeICTBaMU 3aIUThl U KPUITO3AIIMUTHI U APYTUX 3AIIUTHBIX MEXaHU3MOB;

- opranuzoBaTh Mepbl mnpotuBojaeiicTBus HCJl monp3oBarensiMu Ha d3Tanax ayTeHTU(UKaInH,
ABTOpHU3AILINU, UICHTHU(PHUKAIINH, 00SCTIEYNBAIOIIUX TAPAHTUN PEAIU3AIMU MPAB U OTBETCTBEHHOCTH
CcyOBeKTOB HH(GOPMAIIMOHHBIX OTHOIIICHHA.

B opranuszanuoHHbie MEphI 10JKHBI COCTOATH U3:

- persiamenTa noctymna B nomemenus UCIx;

- IOPAJIOK AOIyCcKa COTPYAHUKOB K Hcnonb3oBaHuio pecypcos UCIIAn Yupexnenus;,

- periaMeHTa TpOLECCOB BeAeHUs 0a3 JaHHBIX W OCYILECTBICHUS  MOAU(PUKALUU
WH(OPMAILIMOHHBIX PECYPCOB;

- perJaMeHTa IpoILecCOB OOCIYKHMBAHHUS U OCYIIECTBIEHUS MOJU(PUKALMU anmapaTHBIX U
nporpaMMmHbIx pecypcoB UCII/IH;

- wuHcrpykiuit  momb3oBarenedt  MCII[n  (agmunuctpatopa WCII[H, amMuHHCTpaTopa
6e3omacHocTH, oneparopa MCII/InH);

- HTHCTPYKIIUS TTOJIH30BaTENs TPU BOZHUKHOBEHUHY BHEIITATHBIX CUTYaIUH.

6.4 ®U3NYECKHUE MEPbI 3ALLIUTHI

®usnueckrue Mepbl 3alUTHl OCHOBAHBI HA MPUMEHEHUU Pa3HOI0 POJia MEXaHHYECKHX,
ANEKTPO- WM  DJICKTPOHHO-MEXAHWYECKMX  YCTPOMCTB M COOPYKEHHH,  CHEelUaIbHO
MpeHa3HAYSHHBIX JIJIS CO3/1aHus (PU3MUECKUX MPEMATCTBUN Ha BOZMOXKHBIX MYTSIX MPOHUKHOBEHUS
W JIOCTYTIa MOTSHIIMAIBHBIX HAPYIIUTEICH K KOMIIOHEHTaAM CHCTEMBI U 3alllMIaeMoi HHPOPMAIIHH,
a TAK)XKC TCXHUYCCKUX CpeI[CTB BI/IByaJIBHOFO Ha6HIOI[eHI/I$I, CBiA3HU U OXpElHHOfI CUTHAJIN3aluu.

dusnyeckas 3amuTa 3JaHAH, TOMEIEHUH, 00bEKTOB M CPEeACTB MH(DOpMATH3AIMH TOKHA
OCYH_IGCTB.H}ITLCSI HYTGM yCTaHOBJ'IeHI/ISI COOTBGTCTByIOH_II/IX IIOCTOB OXpaHLI, C IIOMOIIBHO
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TEXHUYECKUX CPEJICTB OXPaHbl WU JIOOBIMH JPYTMMH CIIOCOOAMH, MPEAOTBPAIAIONUMHI HITH
CYIIECTBEHHO 3aTPYAHSIONIMMH TNPOHUKHOBEHHE B 37aHHE, MOMEUICHHS MOCTOPOHHUX JIUII,
XUIICHHe HWH(QOPMAIMOHHBIX HOCUTENICH, CaMUX CPEICTB HH(POPMATH3AINH, HUCKIIOYAIOIIUMU
HAXO0XJEHWE BHYTPH KOHTPOJIHPYEMOH (OXpaHSEeMOi) 30HBI TEXHUYECKHX CPEACTB pPa3BEIKU
(Buaeokamep, MOACITYIIUBAIOIMINX YCTPOICTB).

6.5 AIITAPATHO-IIPOr'PAMMHBIE CPEJICTBA 3AIATHI ITJIH

TexHunueckue (anmmapaTHO-MPOTrPaMMHBIE) MEpPbI 3aIIUTHl OCHOBAHBI Ha HCIOJIb30BaHUU
Pa3IMYHBIX 3JEKTPOHHBIX YCTPOMCTB M CHEUUAIbHBIX Iporpamm, Bxoasumux B coctaB WUCIIJIH u
BBIMOJHSIONINX (CaMOCTOSITENIbHO HJIM B KOMIUJIEKCE C JAPYTUMHU CPEICTBAMHU) (PYHKIIMH 3aIIUTHI
(upeHTU(UKAIUIO ¥ ayTeHTU(UKAIMIO TOJb30BaTeNel, pasrpaHUYEHUE JIOCTyNa K pecypcam,
perucTpanuo coobITUl, Kpunrorpapuieckoe 3akpbITHe HHYOPMALIUU U T.11.).

C yderom Bcex TpeboBaHmii i mpuHIMIIOB oOecnieuenus 6ezonacuoctu [11a 8 UCIT/IH mo
BCEM HAIpPABJICHUSIM 3allUThl B COCTaB CHCTEMBbI 3allUThl JOJKHBI OBITH BKIIOYEHBI CIIEIYIOIINE
CpencTBa:
- cpencTBa uAeHTU(PHUKAIMY (OMO3HABaHMS) U ayTeHTHU(UKAUUU (TIOATBEPKACHUS TMOITMHHOCTH)
nosb3oBareneit UCIT/IH;
- CpEICTBa pasrpaHUYeHHs] JOCTyNa 3apErUCTPUPOBAHHBIX I0JIb30BATENIEH CUCTEMBI K pecypcam
UCTIx Yupexaenus;,
- cpencTBa 00ecneYeHns U KOHTPOJIS LIEIOCTHOCTH MPOTrPaMMHBIX U MH(POPMAIIMOHHBIX PECYPCOB;
- CPEICTBA OTIEPATUBHOTO KOHTPOJISI M PETUCTPAIIMU COOBITHI 0€3011acHOCTH;
- Kpunrorpadguieckue cpenctsa 3ammrhl [1J]H.

VYcnemHoe NpUMEHEHUE TEXHUYECKUX CPEACTB 3alllUThl HA OCHOBAHUM IPUHIUIIOB
(pazmen 5) mpenmonaraer, 4TO BBHINOJIHEHHE IEPEUYUCICHHBIX HIDKEe TpeOoBaHU obecredeHo
OpraHW3allMOHHBIMU  (3JIMUHUCTPATHBHBIMH) MEpPaMH M  HCHOJB3YEMBIMH  (U3UYECKUMHU
CpeICcTBaMu 3alUTHI:
- obecnieueHa guznueckas 11e10cTHOCTh Beex kommoHeHT UCTT/IH;
- KaxIbplil coTpyaHuk (monb3oBarens MCII/IH) unu rpynmna nosjb3oBareieldl MMeeT yHUKaJIbHOE
CUCTEMHOE UMS U MUHUMAJIbHO HEOOXOJMMBbIE JI BBIIOJHEHUS UM CBOUX (YHKIMOHAJIBHBIX
00s13aHHOCTEH MOJTHOMOYUS 110 IOCTYILY K peCypcaM CUCTEMBI;
- B UCIIn VYupexnaeHuss pa3paboTka W OTIaJKa MPOrpamMM OCYIIECTBIISIETCS 3a TpeaeaaMu
UCIIIH, Ha uCHIBITATEILHBIX CTCH/IAX
- BCE€ M3MEHEHUs KOH(Urypanuuu TeXHUYeCKHX M mporpaMMHubix cpenactBs MCIIH npousBoasTcs
CTPOTO YCTAaHOBJIEHHBIM IOPSIIKOM (PETUCTPUPYIOTCS M KOHTPOJIUPYIOTCS) TOJIBKO HA OCHOBAaHUU
pacnopsKEeHUN PYKOBOJCTBA Y UPEKICHUS;
- cereBoe OO0OpynOBaHHME (KOHIIEHTPATOpPhl, KOMMYTATOPbI, MAapUIpyTU3aTOpbl M  T.IL.)
pacroiaraeTcsi B MECTax, HEIOCTYIHBIX JJIsl TOCTOPOHHUX (CHEeHalbHBIX TOMEIEHUsX, mKadax, u
T.IL.).

CrnenunanicraMu  YUpekJI€HHE  OCYLIECTBISIETCS  HENPEPBIBHOE  YIPABICHUE U
aIMUHHUCTPATUBHAS MOAECPKKA PYHKIIMOHUPOBAHHUS CPEJICTB 3aIUTHI.

7 KOHTPOJIb D@P®EKTUBHOCTHU CUCTEMBI 3ALLIUTHI UCITJITH YUYPEXKJIEHUE

KonTpons sdpdextuBnoct C3I1IH A0MKEH OCYIIECTBISETCS HA MEPUOJUUECKON OCHOBE.
Llenbto KOHTpONA 3(PPEKTUBHOCTHU SIBIISETCS CBOEBPEMEHHOE BBISIBJICHHE HEHAIJISKAIINX PEKUMOB
pabotet  C3IIJH  (OTKIIOYEHHE  CPENCTB  3alUThl, HapyUIeHHE  PEKUMOB  3alIUTHI,
HECaHKIMOHMPOBAaHHOE H3MEHEHHE pEeKHMMa 3allUThl M T.1.), @ TaK IPOTHO3UPOBAHUE U
IIPEBEHTUBHOE pearupoBaHUE Ha HOBBIE yrpo3bl 6e3omacHocTH [1/]H.

KoHTpons MoOXeT NpOBOAMTHCA Kak aaMHuHUCTpaTopamu Oe3omacHoctu  MWCIIAH
(omepaTUBHBI KOHTPOJIH B mpoliecce mHPopManuonHoro BizammogerictBus B WCIIJIH), Tak u
NPUBJICKAEMBIMH JIJIsl 3TOH 1eTTM KOMIIETEHTHBIMU OPTaHU3aLUsIMHI, UMEIOLIIMMHU JIUIICH3UIO Ha 3TOT
BUJ JiesTennbHOCTH, a Takke @CTOK Poccun u ®Ch Poccuu B mpeenax ux KOMIETEHIINH.
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KoHTponb MOXKET OCYIIECTBIATHCS aJIMHHHUCTPATOPOM OE30MAaCHOCTH KaK C MOMOIIBIO
IITaTHBIX CPEJCTB cucTeMbI 3aiuThl [1/[H, Tak ¥ ¢ MOMOILIBIO CIEHUATBHBIX IPOIPAMMHBIX CPEACTB
KOHTPOJISL.

Ouenka 3¢ dextuBHOCTH Mep 3amuThl [1JIH MpoBOAUTCS ¢ UCIIOIB30BAaHUEM TEXHUUYECKHX
Y IIPOrPaMMHBIX CPEJCTB KOHTPOJIS HA PEAMET COOTBETCTBUSL YCTAHOBJIEHHBIM TPEOOBAHUSIM.

8 COEPBI OTBETCTBEHHOCTHU 3A BE3OITACHOCTD IIJH
OTBeTCTBEHHBIM 3a Pa3pabOTKy Mep M KOHTPOJb Haja obecrneuyeHHeM O0e30MacHOCTH
MEPCOHAJIbHBIX ~ JAHHBIX  SBIAETCS  PYKOBOAMWTENb  YupexiaeHue. PykoBoguTenp  MOXKeET
JIEJIETUPOBATh YaCTh MOJTHOMOYHI 110 00ECIeueHUI0 Oe30IMaCHOCTH IIEPCOHATBHBIX JaHHBIX.
Cdepa OTBETCTBEHHOCTH PYKOBOJIUTENS  BKJIIOYACT  CIEAYIOUIME  HalpaBJICHUS
obecneuenus 6e3onacuoctu [1/1H:
- IUTAHUPOBAHKE U peasin3alus Mep 1o obecreuenuto 6ezonacuoctu 11/1H;
- aHanu3 yrpo3 6e3zonacuoctu [1J1H;
- pa3paboTKy, BHEIpPEHUE, KOHTPOJIb HCIOJHEHUS U TMOJJCPKaHUE B aAKTYaJbHOM COCTOSHUH
MOJIUTUK, PYKOBOJACTB, KOHLENIMH, MpPOUEAYp, PErIaMeHTOB, HWHCTPYKIUH U  JOPYrux
OpPTaHU3AIMOHHBIX JOKYMEHTOB IT0 00SCTICUCHHIO0 0€30TIaCHOCTH;
- o0yuenue u undopmuponanue nojis3zoatenein UCII/IH, o mopsanke padotsl ¢ [1/In u cpenctBamu
3alIUTHI;
- IpeI0TBpAIlIEHUE, BBISIBIICHUE, pearnpoBaHue U paccieoBaHue HapyuieHuit 6e3onacHoctu [1/1H.
[Ipn B3aMMOAEHCTBUM CO CTOPOHHUMHU OPTraHU3ALMSAMH B CIy4dasX, KOTJa COTPYAHUKAM
STUX OpraHu3aluil NpPeJoCTaBIseTCs JMOCTYN K OO0bekTam 3amwuTthl (paszen 3), ¢ 3TUMH
OpraHM3alUsIMHU JIOJDKHO OBITh 3akimoueHo «CornamieHne O KOHQPUIACHIHAIBLHOCTHY», JHU00
«Cornamenue o coomoaennu pexxuma 6e3zonacuoctu [1/{n npu Bemonnenuu padot B UCITAn».

9 MOJEJIb HAPYIIUTEJISI BESOITACHOCTH

Ilog wHapymwureneM B VYUpeKIEHHM IIOHUMAETCA JHULO, KOTOPOE€ B PE3YJbTATEe
YMBIIUIEHHBIX WIM HEYMBIIJIEHHBIX J€HCTBUN MOXKET HaHECTU yHiepO oO0beKTaM 3aluThl (pasnen
3).

Hapymurenu mnoapasnensitorcss mo mnpusHaky npuHamnexHoctd k MCII[AH. Bcee
HapYILIUTEIHN AEIATCA Ha JBE IPYIIIIbL:
- BHEUIHME HapyluTenu — (QU3MYecKHe Julla, He MMEIIMe IpaBa MpeObIBaHUS Ha TEPPUTOPUHN
KOHTPOJIMPYEMOM 30HBI, B Ipejienax KoTopoil pa3meraercs obopynosanue UCII/IH;
- BHYTPEHHHE HapyIIUTEIN — (PU3MUECKHE JHIa, UMEIOLIUE MpaBO NpeObIBaHUS HA TEPPUTOPUU
KOHTPOJMPYEMOM 30HBI, B Ipejiesiax KoTopoi pazmMeriaercs obopynoBanue UCIIH.

Knaccudukanmst Hapymmrenedr mpencraBieHa B Moxaenu  yrpo3  0€30MacHOCTH
MepCOHANBbHBIX NaHHbIX Kaxaou UCII/Ix.

10 OAEJIb ¥I'PO3 BE3OITACHOCTH
Hns UCTI[IH YupexneHue BBIACISIIOTCS CIASAYIOIINEe OCHOBHBIE KaT€rOpUU Yrpo3 Oe30MacHOCTH
NEPCOHAIBHBIX JaHHBIX:
- YIpO3bI OT YTEUKH 10 TEXHHYECKUM KaHajaM;
- YIPpO3bl HECAHKIIMOHUPOBAHHOTO JOCTYIA K HHPOPMAIUH:
" yYIrpo3bl YHUUYTOXKEHUS, XUllleHUs annapatHbix cpeacts MCII[An HocuTenei nHdopManuu myrem
¢usuueckoro nocrymna Kk anementam MCI1/IH;
" YIrpo3bl XUILIEHUS, HECAHKIIMOHUPOBAHHON MOAM(PHUKAIUN WM OJIOKUpOBaHMS MHGOpMALUU 3a
cuer HecaHKuuoHupoBaHHoro poctyna (HCJl) ¢ mpuMeHeHMeM nporpaMMHO-anmapaTHBIX U
IPOTrPaMMHBIX CPEICTB (B TOM YHCIIE IPOrpaMMHO-MATEMaTUYECKHX BO3ACHCTBHI);
" yrpo3bl HE NpPEJHAMEPEHHBIX JEHCTBUH TMONb30BaTeNel W HapylIeHUH Oe30MacHOCTH
dbyakuuonupoanus UCIT/In u C3I1/x B ee cocTaBe n3-3a cO0OEB B MPOrpaMMHOM 00€CII€UeHUH, a
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Tak)Ke OT Yrpo3 HEAHTPONOreHHOro (cOOeB ammapaTyphl U3-3a HEHAJECKHOCTH AJIEMEHTOB, COOEB
3JICKTPOTIUTAHUS) M CTUXUUHOTO (yIapOB MOJIHUM, TT0KapOB, HABOJHEHUH U T.I1.) XapaKTepa.
- YIpO3bl IPEIHAMEPEHHBIX ICUCTBUI BHYTPEHHUX HApYIIUTEICH;
- YIrpO3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA M0 KaHaJIaM CBS3H.

Ornucanue yrpo3, BEpOsITHOCTh UX peajin3allii, OMACHOCTh U aKTYaJIbHOCTh MPEICTABIICHBI
B Mogenu yrpo3 6€301acHOCTH EPCOHATBHBIX JaHHbIX Kakaon CIT/IH.

11 MEXAHU3M PEAJIM3AIIUU KOHUIENIIA

Peanuzanmsa KoHuenuuu [n0mKHA OCYIIECTBISATBCS HA OCHOBE IMEPCIEKTUBHBIX MpPOrpaMM U
IJIAHOB, KOTOPBIE€ COCTABIISIIOTCSI HA OCHOBAHUM U BO UCIIOJIHEHUE:

- (enmepanpHBIX 3aKOHOB B 00JIacTH OOecrieueHuss WHPOPMAIMOHHONH O€30MaCHOCTH U 3allUThI
nHpopMmanuu;

- HOpPMAaTUBHO-TIPaBOBBIX akTOB [IpaBuTenscTBa Poccuiickon @enepannu;

- PYKOBOASIIMX, OPraHU3alMOHHO-PACHOPSIUTENbHBIX M MeToAuYecKuX JToKyMeHTOB DPCTOK
Poccuu;

- motpedbrocrert UCII/IH B cpencTBax obecrneueHust 0€30macHOCTH HH(DOPMaIIUH.

12 OXKUJAEMBIH D®®EKT OT PEAJIU3ALIUU KOHUEIILIUA

Peanusanus Konnenmuu 6e3omacuoctu [1/{a 8 UCII/{H mo3BouT:

- oueHuTh coctosgHue Oe3zonacHoctd uHpopManuu WCIIJIH, BBIIBUTH HMCTOYHUKH
BHYTPCHHUX M BHEIIHUX Yyrpo3 HH(OpMAIMOHHOW O€30mMacHOCTH, ONPENEIUTh NPUOPHTETHHIE
HaIlpaBJICHUs IPEAOTBPALICHUS, OTPAXKEHUS U HEUTpAIU3aLUU 3TUX YTPO3;

- pa3zpaboTaTb  pacHOpPSAIUTENIbHBIE M  HOPMAaTUBHO-METOAMYECKHE  JOKYMEHTBI
npumenutenbHo k UCII/IH;

- mpoBecTH Kinaccupukanuio u ceprudukanuio UCI/1H;

- TIPOBECTH OPTraHU3ALMOHHO-PEKUMHBIE U TEXHUUYECKHE MEPOIPUATUS MO 00ECIeUeHUI0
6e3onacuoctu [11n 8 UCII/IH;

- o0ecrieuuTh HEOOXOAUMBINH YPOBEHb O€30MAaCHOCTH OOBEKTOB 3AIIUTHI.

OcylecTBI€HHEe H3TUX MEPONPUATHII 00€CleYuT CO3JAaHUE €IWHOM, UEJNOCTHOW H
CKOOPJIMHUPOBAHHOM cucteMbl nH(popMarronHoi 6e3onacHocty UCII/IH u co3mact ycnoBus amis
€€ JAJIbHEUIIEr0 COBEPLUICHCTBOBAHMS.

13 CIMIUCOK UCNTOJIb30BAHHbBIX HCTOYHUKOB

OCHOBHBIMH HOPMAaTHUBHO-IIPAaBOBBIMH M METOJMUYECKUMH JOKYMEHTaMH, Ha KOTOPBIX
6asupyertcs Hacrosee [lonoxenue, BIASIOTCS:

1. ®epnepanbubiii 3akoH oT 27.07.2006 r. Ne 152-03 «O mnepcoHaNbHBIX JaHHBIX)»
(nanee — @3 «O mepcoHaNbHBIX JAHHBIX»), YCTAHABIMBAIOUINI OCHOBHbIE IMPUHLIHUIBI U YCIOBHUS
o0pabotku I1/1H, mpaBa, 00s13aHHOCTH U OTBETCTBEHHOCTh YYaCTHHKOB OTHOIIEHUH, CBS3aHHBIX C
obpabotkoit [1]1H.

2.  «llonoxenue 00 oOecneueHHMM O€30MACHOCTH NEPCOHANBHBIX JaHHBIX HpPU HX
0o0paboTke B HWHPOPMAIMOHHBIX CHUCTEMaxX TIEPCOHANBHBIX  JaHHBIX»,  YTBEPXKIECHHOE
ITocranoBnenuem IlpaButenscrtea PO ot 17.11.2007 1. Ne 781.

3. «llopsimox mpoBeaeHUsT KiacCH(PHUKAIMKA HHOOPMAIIMOHHBIX CHCTEM TEPCOHATBHBIX
JaHHBIX», yTBepkAeHHbIN coBMecTHBIM [Ipukazom ®CTOK Poccun Ne 55, @CB Poccun Ne 86 u
Munnndopmcsszu PO Ne 20 ot 13.02.2008 r.

4.  «llonoxenne 00  0COOEHHOCTSIX  OOpPaOOTKM  MEPCOHANBHBIX  JIAHHBIX,
OCYIIECTBIIsIEMON 0€3 MCIIOIb30BaHus CPEJICTB aBTOMATH3AIMIY», YTBEpKAeHHOE [locTaHOBICHNEM
[TpaButenscTBa PO ot 15.09.2008 r. Ne 687.

5.  «TpebGoBanmsi K MaTEpUATLHBIM HOCUTEISIM OHOMETPUUECKUX TEPCOHATBHBIX
JAHHBIX U TEXHOJOTHSIM XPaHEHUsS TaKMX JAHHBIX BHE MH(OPMALMOHHBIX CHCTEM INEpPCOHAIbHBIX
JIaHHBIX», yTBepkAeHHbIE [locTanoBnenneM [IpaButensctBa PO ot 06.07.2008 1. No 512.
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6. HopmartuBHO-MeTOMUecKue JOKyMEHThl DenepaqbHON CIyXObl MO TEXHUYECKOMY U
JKcTepTHOMY KoHTposto Poccuiickoit @enepanuu (nanee - ®CTIOK Poccun) mo obecrnedueHuro
6e3omacuoctu [1/]x mpu ux obpadotke B UCIT/IH.

7. bazoBasi Mozaenb yrpo3 0€30MacCHOCTH MEPCOHANBHBIX JaHHBIX MpPH UX 00paboTKe B
MH(POPMALIMOHHBIX CHCTEMax IEPCOHANBHBIX JaHHBIX, yTB. 3am. aupektopa PCTIK Poccun
15.02.08 r. (ACID).

8. Metoauka onpeieneHns: aKTyallbHbIX YIpo3 0€30MMacHOCTH MEePCOHANBHBIX JTAHHBIX HPU HX
00paboTke B MH(POPMAIIMOHHBIX CUCTEMax MEPCOHABHBIX JaHHBIX, YTB. 3aM. aupektopa OCTOK
Poccun 15.02.08 r. (ACII).

9. «[Tonoxenne o Merosax u crocobax 3amuThl HHGOPMaAMU B HH(OOPMALIMOHHBIX CHCTEMaX
[IEPCOHAIBHBIX JaHHBIX», yTBepKIeHHOE qupekTopoM @CTIK ot 05.01.2010 r. Ne 58.



